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1. BBOAHbIE MONOXEHUA

EXPONEA PRIVACY POLICY -
Version 1.28
Effective Date — May 11, 2020

1. INITIAL PROVISIONS

HacToAawasa MonuTtuka KOHOUAEHUMANbHOCTH 1.1. | This Privacy Policy of Exponea, LLC (Registration

ObwectBa €  OrpaHUYEHHOW  OTBETCTBEHHOCTbIO number 1177746433260, address: Leninskaya

«3KcnoHea» (OMPH 1177746433260, agpec: 115280, r. Sloboda street, building 19, facility 1, premise 2,

MockBa, yA.JleHuHckaa Cnoboga, 4. 19, kopn. 1, offices 4, 5, Moscow, Russia, 115280), hereinafter

CTp. 2, nomelleHuna 4, 5), panee MmeHyemoe Kak referred to as “Exponea”, or “Company”, or “we”,

“JkcnoHea» wuam  «KomnaHua IKcrnoHea», WM or “us”, is related to the website at the address URL:

«KomnaHua», WIN  «MbI», nm «Ham/Hac» https://exponea.com/ru/ (hereinafter “our

pacnpocTpaHAeTcA Ha Beb-caliT, PacrnONOMXKEHHbIM Mo website” or “Site”)

agpecy URL: https://exponea.com/ru/ (aanee - «Haw

canT unu «Cait») This Privacy Policy does not regulate any of

Hactoawas Moantmka KOHOUMAEHUMANbHOCTU He relationship in respect of the website at the address

perynmpyet OTHOLIEHWS B OTHOLEHWW Beb-calTa, (URL): https://exponea.com/

pacnonoXxeHHoro no appecy URL:

https://exponea.com/

Haw cant " HacToALLanA Monntnka Our website and this Privacy Policy are applicable

KOHPUAEHUMANBbHOCTU MNpeaHa3HayYeHbl TOIbKO AN only for citizens of the Russian Federation and are

rpa*kaaH Poccuiickom depepaunn n He not applicable to natural persons who are not

npegHasHayeHbl ana  OU3MYeCKMX ny,  He citizens of the Russian Federation, as well as vice

ABNAOLWMXCA rpagaHamm Poccuiickon degepaumm, versa - the website with address URL:

TaK Ke, Kak M HaobopoT - Beb-caliT ¢ agpecom URL: https://exponea.com and the corresponding

https://exponea.com 1 cOOTBETCTBYIOWAA MOANTUKA privacy policy published at the address URL:

KOHdUAeHUMaNnbHOCTU, onybankoBaHHasa Mo agpecy https://exponea.com/legal/privacy-policy/

URL: https://exponea.com/legal/privacy-policy/ He are not applicable to citizens of the Russian

npegHasHayeHbl ans rpaxaaH Poccuiickoi Federation.

depepaunu.

Ecnn Bbl He ABnseTecb rparkaaHMHOM Poccuiickoi If you are not a citizen of the Russian Federation,

depepaumn, Bam HeobxoAMMO MNepenTM Ha CalnT C you need to visit the website at the address URL

aapecom URL https://exponea.com/ n 03HaKOMUTbCA C https://exponea.com/ and make yourself familiar

COOTBETCTBYHOLLEN MONNTUKON KOHOUAEHLMANBHOCTH, with the relevant privacy policy published at the

ony61MKoBaHHOM no aapecy URL: address URL: https://exponea.com/legal/privacy-

https://exponea.com/legal/privacy-policy/ policy/

Bce CCbINKM Ha OUM3MYECKMX /WL, B  HacToAWweM

MonntMke  KOHPUAEHUMANbHOCTM  OTHOCATCA K All references to natural persons in this Privacy

du3MYEeCKMM  Anuam  — rpaxaaHam Poccuiickoi Policy are related to natural persons who are

depepaunmn, eciv NPAMO He YCTaHOBIEHO MHOE. citizens of the Russian Federation unless itis directly
stipulated otherwise.

B cootBetctBuM ¢ 3axonom «O [lepcoHanbHbix | 1.2 In accordance with Law “On Personal Data”

AaHHbIX» KomnaHua dKcnoHea 06s3yeTca 3awmwiaTh
MepcoHanbHble AaHHbIE:

-  paboTHMKOB uM/MAM  npeacTaBuTeNeld  Halmx
3aKa3umnkoBs, GU3NYECKUX UL, — KOHTPAreHToB (ganee
MMEHYEMbIX KaK «3aKasunkmny»);

- GU3MYECKMX NIML, KOTOPble MNOCELLAIOT Haw CanT
(manee umeHyemble Kak «MoceTutenn»);

- pu3MYecknx nnu, KoTopble 06paLLAOTCA K Ham Yepes
dopmbl 0bpaTHOM CBA3M Ha Hawem caiTe (ganee
MMeHyeMblIx Kak «[lonb3osatenmn»);

- GU3MYECKUX /UL, KOTOpble NOAYYAOT PEKNAMHYHO
AN MHGOPMALLMOHHYIO PACCbIIKY OT Hac;

- OM3MYECKMX NUL, KOTOpble NOAAIT 3asBKM Ha
BaKaHTHble AO/MKHOCTM B KOMNaHUM KcnoHea (panee
— «Conckatenm»);

BCE BblLUenepeymcieHHble PU3nyeckme anua ganee no
TEKCTY MMEHYIOTCA KaK «BbI» UM «Bam/Bac».

Exponea is committed to protect Personal Data of:
- employees and/or representatives of our
customers, individuals — counterparties (hereinafter
referred to as “Customers”);

- individuals who visit our website (hereinafter
referred to as “Visitors”);

- individuals who contact us via contact forms on
our website (hereinafter referred to as “Users”);

- individuals who receive email marketing or
newsletters from us,

- individuals who are applicants for job vacancies at
Exponea (hereinafter referred to as “Job
Applicants”);

all the beforementioned individuals hereinafter
referred to as “you”.
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CnoBa, HanMcaHHble C 3arn1aBHoM byKBbl, onpeaenexve | 1.3. Capitalized words which are not defined in this
KOTOpPbIX He npuBeAeHO B HacToAwen Moantuke Privacy Policy shall have the meaning ascribed to
KOHPMAeHUManbHOCTH, OyayT UMMeTb  3HayeHwue, such words in the General Terms and Conditions —
3aKpensieHHoe 3a HMMKM B O6WMX [lonoxeHuax — Exponea Platform published at the website of
Mnatpopma DKcrnoHea, onNyb/AMKOBaHHbLIX Ha canTe Exponea: https://exponea.com/terms-of-
KomnaHum «3kcnoHea»: https://exponea.com/terms- service/general terms and conditions-ru.pdf
of-service/general terms and conditions-ru.pdf

2.0NPEAENEHUNA 2. DEFINITIONS
3akoH «O [MepcoHaNbHbIX AAHHbIX» UAU 3aKoH - | 2.1. Law “On Personal Data” or “Law” — Federal Law of
depepanbHblii 3aKkoH Poccuitickoit Pepepaumn ot 27 the Russian Federation as of July 27, 2006 No. 152-
nronsa 2006 r. Ne152-d3 «O MepcoHanbHbIX JaHHbIXY. FZ “On Personal Data”.
3aKoHO4aTeNbCTBO - Aevicteytowee 2.2. Legislation - the legislation of the Russian
3aKoHoZaTeNbCTBO Poccmitickoi deaepaunn, BrkaoYas Federation in force including applicable by-laws of
nognexalme nNPUMeEHEHUD HOPMATMBHO-MPaBOBbIE the Russian Federation, as well as provisions of
aKkTbl Poccuitickoit Pepepaumn, a TaKXKe HOPMbI international law in the part in which they form a
MEKAYHAPOAHOrO NpPaBa B TOM YacTh, B KOTOPOW OHU part of the legal system of the Russian Federation.
COCTaBAAT YacTb MPaBOBOMN cucTembl Poccuiickoit
depepaunu.
UHpopmaLmnoHHaA cuctema MepcoHanbHbIX AaHHbIX 2.3. Filing System of Personal Data — a set of Personal
— COBOKYMHOCTb COZepXKalmxca B 6asax [aHHbIX Data contained in the databases of Personal Data
MepcoHanbHbIX AaHHbIX W obecneymBaloWMX WX along with information technologies and technical
06paboTKy  MHOOPMAUMOHHBIX  TEXHONOTUM U means, used for processing of Personal Data.
TEXHUYECKUX CPEACTB.
KoHdupeHumanbHocTb lMepcoHanbHbIX A[AHHbIX — 2.4, Confidentiality of Personal Data — mandatory for
obasaTenbHoe Aans cobnogeHma KomnaHuen uau Company and other parties, having received an
WHBbIMW  AMUAMK,  MOAYYMBLUMMKM  JOCTyn K access to Personal Data, requirement not to allow
MepcoHanbHbIM AaHHbIM, TpeboBaHWE He AonycKaTb dissemination of Personal Data without consent of
MX pacnpocTpaHeHuns 6e3 cornacua CybbekTa Data Subject or other applicable legitimate ground.
MepcoHanbHbIX  OAHHbIX WAW  HAAM4MA  MHOTO
3aKOHHOI0 OCHOBAHMUS.
HeaBTomaTusnMpoBaHHasa o06paboTka MepcoHanbHbIX 2.5. Non-automated processing of Personal Data — any
BAHHbIX — ntobble pgencteua ¢ NepcoHanbHbIMU actions with Personal Data, provided that the use,
OaHHbIMW, NpPU  YCNIOBUKM, YTO  MCNONb30BaHMe, adaptation, dissemination and destruction of
YTOYHEHME, PacnpoCTPaHEHME U  YHUYTONKEHMUE Personal Data carried out with the direct
MepcoHanbHbIX  AAHHbIX  OCYLLECTBAAKOTCA  MpU participation of a man.
HenocpeacTBEHHOM Yy4acTUW YesloBeKa.
O6e3nnunsaHue NMepcoHaNnbHbIX AAHHDbIX — AENCTBUSA, 2.6. Pseudonymisation (Anonymisation) of Personal
B pe3y/ibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOXKHO 6e3 Data — actions, resulted in impossibility to
MUCNONb30BaHUA  AOMNOJIHUTENbHOM  MHbOpPMaUMK determine whether Personal Data belongs to a
onpeaennTb NPUHAANEXHOCTb MepcoHanbHbIX particular natural person without using additional
[AaHHbBIX K KOHKPETHOMY MHAMBUAYYMY. information.
O6paboTtka [MepcoHanbHbIX f[aHHbIX — Joboe 2.7. Processing of Personal Data — any action
Aencteme (onepaums) UAM COBOKYMHOCTb AENCTBUIA (operation) or set of actions (operations),
(onepauwmn), coBepLUaeMbIX B OTHOLWIEHUN performed with the use of automated means or
MepcoHanbHbIX AaHHbIX C MCNONb30BaHMEM CPEeACTB without such means, including collection,
aBTomMatusaumMm wamM  6e3  UCNoNb30BaHMA  TaKUX recording, systematization, accumulation, storage,
cpeacTs, BKAYaAa cbop, 3anmnch, cMCTeMaTM3aumio, clarification (updating, modification), extraction,
HaKoMn/jeHWe, XpaHeHue, yTodHeHue (obHoBMEeHUe, use, transmission (distribution, submission, access),
U3MEHEHME), U3B/IeYEHUE, UCMOb30BaHMe, Nepenady pseudonymisation (anonymisation), restriction
(pacnpocTtpaHeHue, npeaocTaB/ieHUE, noctyn), (blockage), erasure, destruction of Personal Data.
obe3nnunBaHmue, 610KMpoBaHuUE, yaaneHue,
yHUUTOXEeHMe MepCcoHaNbHbIX AAaHHbIX.
O6wepoctynHble [lepcoHanbHble  AaHHble  — 2.8. Publicly available Personal Data — Personal Data,

MNepcoHanbHble AaHHble, AO0CTYN HEeOorpaHWYeHHOro

access to which for unlimited number of parties/
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Kpyra AvL K KoTopbiMm npegocTaBneH CybbekTom
MepcoHanbHbIX AAHHBIX.

undefined audience was provided by Data Subject
him/herself.

MepcoHanbHble AaHHble — A0baa WHPopmaums, 2.9. Personal Data — any information related directly or
OTHOCALIAACA K MPAMO  WAM  KOCBEHHO K indirectly to an identified or identifiable natural
onpeaeneHHOMy UAn onpegensaemomy dbusnyeckomy person — Data Subject.
nunuy — Cy6beKTy MepcoHanbHbIX AAHHbIX.
CneuuanbHble Kateropum MNepcoHanbHbiX AaHHbIX — | 2.10. | Sensitive Personal Data - related to race,
MepcoHanbHble [AaHHble, Kacatowueca pPacoBOM, nationality of a Data Subject, his/her political,
HAUMOHANbHOW  MPUHAANENKHOCTH,  MOJUTUYECKUX religious, philosophic and other commitments,
B3rNA40B, pPenuUrnosHbIx uam dunnocodckmnx private life, membership in public associations,
ybexaeHui, COCTOAHUA 340P0BbA, MHTUMHOW KU3HM, trade unions, etc.
YNeHCTBE B 06L,ecTBEHHbIX opraHusauusx,
npo¢eccroHaNbHbIX COK3ax U T.A.
MNocetutenb — nocetutenp CaiTta, 7o ectb pusmndeckoe | 2.11. | Visitor —a visitor of Site, i.e. a person who browsers
JIMLL0, KOTOPOE NPOCMATPMBAET HaLl CAWT. on our website.
Monb3oBatenb — nonb3osatesnb Cailita, To ectb | 2.12. | User — a users of Site, i.e. a person who leave their
¢du3nueckoe MUO, KOTOpoe  OCTaBAAeT  CBOM Personal Data on Site in order to subscribe to the
MepcoHanbHble AaHHble Ha CaliTe C Lenblo NOANUCKK news of Site, download materials from Site or in any
Ha HosocTu CaiTa, CKauyMBaHMA MaTepuanos c CaiTa other way interacting with Site or Exponea’s
nnm KakumM-1mbo MHbIM obpasom application.
B3aumogencteyowmx ¢ Cautom uam NpunoKeHnem
JKcnoHea.

3. O6PABOTKA OAHHbIX 3. DATA PROCESSING
MNepcoHanusauma Cainrta. Aktusupya o¢ainnbl cookie | 3.1. | Site personalization. By enabling cookies in your
(dbarnbi-kykn) B Bawem bpaysepe, Bbl BbipaykaeTe browser, you consent with Exponea processing your
cornacme Ha 06paboTKy chaepyloWwmx  Balwmx following Personal Data for the purposes of Site’s
MepcoHanbHbIX aHHbIX KoMnaHWen IKcnoHea B Lensax personalization, browsing experience optimisation,
nepcoHannsaumm CaiiTa, nowucka cnocobos analyzing your behavior on our website and
onTMMmMsauMmM  HaBuraumm Ha CailTte, aHanu3a delivering relevant advertisements to you:
anropuTma BalLMx 3anpocoB Ha CanTe u obecnevyeHuns
peKfambl, OTBEYAIOLLEN BaLLMM NMOMCKOBbLIM 3anNpocam:
KYKN-UOEHTUMKaTOpbI: 3.1.1 | cookie-identifiers:
OHNaWH-MAeHTUOMKaTOpbI, npeaocTaBasemble (A) online identifiers provided by devices, applications,

YCTPOMCTBAMM, MNPUNOKEHUAMM, WHCTPYMEHTAMU W
npoTokonamu [loceTuTenei, TakMe Kak agpeca
WHTEPHET-NPoTOKoM0B  (IP), KyKU-MAEHTUPUMKaTOpPbI
WAM - apyrme  uaeHTUUKATOpbl M TPACCUPOBKM,
KOTOpblEe, B YAaCTHOCTU, B COYETAHUW C YHWMKA/bHbLIMM
naeHTUdUKaTopamm U gpyro  MHPopmauuen,
nosy4aemon cepsepamu, MOryT BbiTb MCMOAb30BaHbI
Ona co3fdaHuAa npodunen GUMYECKUX UL U KX
naeHTUbUKaumnm;

tools and protocols of Visitors, such as internet
protocol (IP) addresses, cookie identifiers or other
identifiers and traces which, in particular when
combined with unique identifiers and other
information received by the servers, may be used to
create profiles of the natural persons and identify
them;

nHbopmaumsa o nocelleHusax, Bkadaa URL (eanHbin
YKasaTenb pecypca B CTPOKe  3anpoca —
MeCTOHaxoXaeHue pecypca CaiTa): agpec calita, ¢
KoToporo MNoceTutenb Nepewwén Ha Hal CanT;

(B)

information about visits including the URL (a
Uniform Resource Locator - location of Site
resource): the website address from which Visitor
has linked to our website;

OcobeHHocTH ycTpoicTaa MNoceTuTens:

TUN ONepaLnoHHON cUCTEMBI M NAATHOPMbI, C KOTOPO
Mocetutens npocmatpusaet CaliT;

6pay3ep, KoTopbIi Ucnonb3yeT MNoceTuTens, U Bepcuto
bpaysepa;

TUN YCTPOWCTBA;

B3aumogenctemne Mocetutena ¢ CaiiTom (NOUCKOBble
3anpocbl, WMHPopmaLMA O BaWMX MPOCMOTPAX WAU
NMOMCKax Ha Hallem caliTe, BPeMA OXKUAAHWUA 3arpysku

Visitor’s device specifics:

the type of operating system and platform Visitor is
viewing Site on;

the browser Visitor is using and the version of the
browser;

the type of device;

Visitor’s interactions with Site (the search terms,
information about what you viewed or searched on
our website, page response times, download errors,




Beb-cTpaHuL, owmnbKM npu 3arpyske,
NPOAOMKUTENBHOCTb NOCELLEHUSA ONpeaeNeHHbIX Beb-
CTpaHWL, JaHHble 06 0b6paboTke Be6-CTPaHULPI
(Hanpumep, nNpoKpyunBaHWe, KAWKU W HaBeaeHue
Kypcopa), a Tak»Ke cnocobax 3aKkpbITUA BEB-CTpaHULpbI,
aKTUBHOCTb Mosib30BaTesIei, NPOCMaTpUBaOLWNX BEO-
CTpaHMULbI);

KO/MIMYECTBO NPOCMOTPOB BEO-CTPaHUL, HA Hallem
caunTe;

CKOpPOCTb Mepexoga Mexay Beb-cTpaHMuamu Ha
Hallem canre;

length of visits to certain pages, page interaction
information (such as scrolling, clicks and mouse-
overs) and the methods used to browse away from
the page, activities of Users, browsing web pages);

the number of views of webpages on our website ;
speed of moving between webpages on our
website;

Aa3blk  CanTa, Ha Mocetuteno

NPOCMaTPUBAET;

KOTOpoMm ero

the language of Site which Visitor is viewing;

ncTopua: npeaplaywmii BebcanT, Kotopbin MoceTntenb
npocmaTpuBan nepes Tem, Kak nepeitu Ha CalT,
4yTobbI ONpesennTb, Kak MNocetTntens Haweén CanT;

the history: a previous website which Visitor
viewed before visiting Site in order to
determine how Visitor found Site;

JIOTUH;

login information;

YCTaHOBKa 4aCOBOro noAca.

time zone setting.

IOpuagnuecknmm ocHoBaHUAMM 418 06pabOTKM BaLIMX
MepcoHanbHbIX AAHHbIX MOFYT SABAATbCA OAHO WM
HECKO/IbKO U3 CeayoLMX OCHOBaHWUNM:

- Bawe coriacue Ha O6paboTKy MNepcoHanbHbIX 4AaHHbIX
(moanyHKT 1 nyHKTa 1 cTaTbM 6 3aKOHa), KOTOPOE Bbl
OaeTe nyTeM akTMBauMWM KyKu-damnos pas uenen
MCMO/Ib30BAaHMA HaLero caita (He pacnpocTpaHseTcs
Ha 06s3aTe/ibHble TexHUYeckne $aisibl-Kyku), u/mnm

- Hall 3aKOHHbIW MHTEPEeC A/1s OCYLLEeCTB/IEHUA NpaB U
3aKOHHbIX MHTEPECOB OMepaTopa UAKU TPETbUX AL, (N.
7 n. 1 cT. 6 3aKOHa).

The legal grounds for processing your Personal Data
can be one or several of the following:

- your consent to the Processing of your Personal
Data for the purposes of using our website which
you provide by accepting cookies (sub-clause 1
clause 1 article 6 of Law) (not in regard of essential
cookies); and/or

- our legitimate interest in exercising the rights and
legitimate interests of the controller or third parties
(according to sub-clause 7 clause 1 article 6 of Law).

B aTtom cnyyae KomnaHus 3KcrnoHea obpabaTtbiBaeT
MepcoHanbHble AaHHble, BbICTYyNaAd B  KadyecTse
onepartopa COr/1acHo onpeaeneHuto, NpusegeHHoOMY B
nognyHkte 2 yactn 1 ctatbu 3 3aKoHa.

3.1.3.

In this case Exponea processes this Personal Data as
the controller as it is defined by sub-clause 2 of part
1 article 3 of Law.

MepcoHanbHble AaHHble [loceTuTeNen XpaHATcA B
TeyeHue 3 leT UM [0 CUX Mop, NoKa lMoceTuTenb He
OT30BET CBOE cornacve Ha 06paboTKy MepcoHanbHbIX
OaHHbIX, - B 3aBMCMMOCTM OT TOro, YTO HACTYMuUT
paHbwe. MpPoAO/KUTENbHOCTb XPaHEHUA CTOPOHHMX
dalinos KYKM onpeaenseTcs CTOPOHHUMM
NoCTaBLWMKaMMU.

Bbl MOXKeTe 0TO3BaTb CBOEe cornacue B N0boe Bpems,
0bpaTMBLLMCL B HamM WAM HanpaBWB Ham 3anpoc
(noapobHyto uHbopmauuto cm. B pasgene «BALLU
MPABAY).

3.1.4.

Personal Data of Visitors shall be kept for 3 years or
unless the Visitor withdraws its consent to process
Personal Data whichever occurs earlier. The
duration of storage of third-party cookies are
determined by the third-party provider.

You can withdraw your consent at any time by
contacting us or sending us a request (for details,
see the section "YOUR RIGHTS").

MpeanoroBopHble OTHOWeHUA. Ecn Bbl fiBAseTeChb
ousmnyeckum nmuom (Comckatenem, NoTeHUMaAbHbIM
napTHepom/ NocTaBWMKOM/  3aKasuMKom) "
3aMHTepecoBaHbl B COTpyAHMYecTBe ¢ KomnaHwuel
JKcnoHea, Bbl MOXKeTe CBA3aTbCA C HAMM MOCPEeACTBOM
¢dopm obpaTHOM CBA3M, AOCTYMHbIX HA Hallem cauTe.
3anonHsaa ¢opmy o0bpaTHOM CBS3M Ha HalLeM caiTe,
paspewaeTe KomnaHun obpabaTtbiBaTb caeagyiowme
Bawwu [lepcoHanbHble  AaHHble: MOAHOE  UMSA,
3/IEKTPOHHYIO MOYTY M KOHTaKTHbIN TenedoH, chdepy
Bawero 6u3Heca, a TaKXe Apyrywo WHPopmaumio,
KOTOPYIO Bbl PeLunin NpeaocTaBuTb Ham.

3.2.

Pre-contractual relationships. If you are an
individual interested in cooperation with Exponea
(Job Applicant, prospective partner/ supplier/
customer), you may contact us via contact forms
available on our website. By contacting us via
contact forms on our website, you allow Exponea
Processing the following Personal Data of yours: full
name, email, contact phone number, company
industry and other information which you decided
to provide us with.




Mbl  obpabatbiBaem  npepocTaBneHHble  Bamu | 3.2.1 | We process provided by you Personal Data for the
MepcoHanbHble [aHHble B LENAX PacCMOTPEHUA U purpose of handling your request regarding our
odopmneHusa Balwero npeanoKeHus o potential future cooperation.

noTeHuMaabHOM ByayLem coTpyaHUYecTBe.

IOpuguueckumn ocHoBaHuaMM ans ObpaboTtku Bawmx | 3.2.2 | Thelegal grounds for Processing your Personal Data
MepcoHanbHbIX AaHHbLIX MOryT ABAATLCA OAHO WM can be one or several of the following:

HECKOJIbKO M3 CneaytoL X OCHOBAHWUI:

- HeobxoaAMMOCTb 06paboTKkM MepcoHaNbHbIX AAHHbIX - the necessity to process Personal Data for the
ONA UCNONHEHMA A0roBOpa, CTOPOHON KOToporo nbo performance of a contract to which you are party
BbirogonpuobpeTtatenem WAM  nopyyutenem  no or a beneficiary, or a principal, or in order to take
KOTOPOMY Bbl fIBASIETECb, WM ONA  3aK/OYeHus steps to entering into a contract on the basis of your
[0rosopa Mo Bawel WMHUUMATMBE MAWM [OroBOpa, Mo initiative, or a contract under which you will be a
KOTOpOMY Bbl bynete ABNATLCA beneficiary or a principal (sub-clause 5 clause 1 art.
BblrogonpuobpeTtatenem  WAKM  nopyyuTenem B 6 of Law); and also

COOTBETCTBMM C NOAMNYHKTOM 5 nyHKTa 1 cTatbu 6 - your consent to Processing of your Personal Data
3aKoHa; a TakxKe for the purposes of consideration of potential
- Bawe corsacue Ha O6paboTKy MepcoHaNbHbIX AaHHbIX cooperation with us which you provide by filling in
(nn. (1) n. 1 cT. 6 3aKOHA), KOTOpOEe Bbl AaeTe nyTem those request forms — in the event of transferring
3anNO/IHEHUA YKa3aHHbIX (OpM-3aABOK ANA  Lenen Personal Data to third parties which process
coTpyaHuyectsa ¢ KomnaHueln JKcnoHea — B c/yyae Personal Data upon the assignment of Exponea.
nepesfayun MepcoHaNbHbIX AAHHbBIX TPETBUM AULLAM,

ocywecteaawmm O6paboTKy MepcoHanbHbIX AaHHbIX

no nopyyeHunto KomnaHum

B atom cnyyae KomnaHusa 3kcrnoHea obpabatbiBaeT | 3.2.3 | In this case Exponea processes this Personal Data as
MepcoHanbHble pOaHHble, BbICTYMAAs B Kadyecrse the controller as it is defined by sub-clause 2 of part
onepaTopa COor/flacHO OnpeaeeHunto, NpueeaeHHOMY B 1 article 3 of Law.

noAanyHKTe 2 yactun 1 ctatbm 3 3aKoHa.

Takue [lepcoHanbHble AaHHble XpaHATcs B TedeHue | 3.2.4. | Such Personal Data is stored during the period for
nepuoaa npuHATMA KomnaHuen JKCNoHea pelweHus o Exponea to make a decision on cooperation or
COTpygHUYecTse MO0 OTKase B COTPYAHUYECTBE. refusal to cooperate. Such a period may take 1 (one)
TakoW nepnoa, MoXeT 3aHnMmaTh 1 (oauH) roa. B cnyuyae year. In the event of a decision to refuse to
NPUHATMA peweHns o6 OTKase B COTPYyAHUYECTBE, cooperate, such Personal Data must be destroyed
Takume [lepcoHasbHble [JaHHble  OO/MKHbI  ObITb within 30 days from the date of the decision to
YHUUTOXKEHbl B TeyeHue 30 AHEW CO AHA NPUHATUA refuse to cooperate.

peleHus 06 oTKase B COTPYAHMYECTBE.

Bbl MOKeTe 0TO3BaTb CBOE coriacue B toboe Bpems, You may withdraw your consent at any time by
06paTMBLLMCb K HamM WAM HanpaBWMB Ham 3anpoc contacting us or sending us a request (for details,
(noapobHyto mMHbopmaumio cm. B pasgene «BALLMN see the section "YOUR RIGHTS").

MPABA).

B cnyyae ot3biBa Bawero cornacua Ha O6paboTky In case of your withdrawal of the consent to the
Bawux [lepcoHanbHbIX  Oa@HHbIX  Mbl  BrpaBse Processing of your Personal Data, we have the right
npoaonxkute O6paboTky MNepcoHanbHbIX AaHHbIX 6e3 to continue the processing of Personal Data without
BalLero corsacua TOJIbKO MPW HalM4YUU OCHOBAHWN, your consent only if there are grounds stipulated by
npeaycMOTPEHHbIX 3aKOHO4ATE/IbCTBOM. Legislation.

Ha6op nepcoHana. KomnaHuAa JKcnoHea 3.3. Hiring. Exponea processes Personal Data (contained
obpabaTbiBaeT MepcoHanbHble AaHHble in questionnaires, CVs, covering letters) of Job
(copepkawpecn B aHKeTax, pestome, Applicants.

conpoBoAMTENbHbIX NCbMax) Conckatenei.

OTnpaBnsAs Ham CBO 3aABKY Ha BaKaHcuto itobbim M3 | 3.3.1 | By sending us your application for a vacant position

AOCTYNHbIX crnocoboB, Bbl paspelwaete KomnaHuu
obpabatbiBaTb creagylowme Bawu [lepcoHanbHble
AaHHble KomnaHueii:

nosHoe ums;

KOHTaKTHble AaHHble (agpec perncTpauun, agpec ons
KOppecnoHAeHUUN U GpakTUYEeCKUii AoMallHUI agpec,
OOMaLLHUN TenedoH, MObUNbHBIN TenedoH 1 NNYHbIN
afpec 3N1eKTPOHHOWM NoYTbI;
uHbopmauma o6 obpasoBaHuM,
AUNAOME W YAOCTOBEPEHUAX,

MHPopMauua o
NnoATBEPKAAOLLMX

by any of available means of communication, you
allow Exponea Processing the following Personal
Data of yours:

full name;

contact details (permanent /correspondence
/actual addressed and home telephone number,
mobile telephone number, and personal email
address;




3HAaHMAX U HaBblKK, OaHHbIE O KBaﬂMd)VIKaLI,MM, onbite

paboTbl (obpasoBaTenbHOE y4ypexaeHue, nepuos
0byyeHus, nonydeHHas Keanubukauma, npeablaywme
mecta  paboTbl, AO/KHOCTM U AOMKHOCTHblE
0bA3aHHOCTK);
CTaXK paboTbl;
rPa)k4aHCTBO;

a TaKXXe gpyrme aaHHble, KOTOPble Bbl CaMM MOCHUTANU
HYXXHbIM OTMPaBUTb HaM.

education data, information about the diploma and
certificates confirming knowledge and skills,
qualification details, work experience (education
establishment, term of study, qualification
obtained, previous places of work, positions and job
duties);

length of work;

citizenship;

and also, any other data which you decided to
provide us with.

IOpuanueckummn ocHoBaHUAMM g O6paboTKM BaLLMX
MepcoHanbHbIX AAHHbLIX MOFYT SABAATLCA OAHO WM
HECKO/IbKO U3 CeAyHoLMX OCHOBAHNN:

- HeobxoaumocTb 06paboTKM MNepcoHanbHbIX AAHHbIX
ON19 3aKN0YEHNA A0roBOpPa MO Ballen MHULMATUBE UAN
JOoroBopa, nNo KoTopoMmy Bbl 6yaeTe ABAATbCA
BbirogonpuobpeTtaTenem uam nopydntenem (NOLNyHKT
5 nyHKTa 1 cTaTbu 6 3aKOHA);

- HalW 3aKOHHbI MHTEPEC ANA OCYLWECTBAEHUS NpaB U
3aKOHHbIX MHTEPECOB onepaTopa Uau TPeTbUx AunL, (nn.
7 n. 1 cT. 6 3aKOHa), a TakKe

- Ballie cornacue Ha 06paboTky MepcoHanbHbIX AAaHHbIX
(moanyHKT 1 nyHKTa 1 cTaTbM 6 3aKOHa), KOTOPOE Bbl
JaeTe nyTem 3anoJ/IHeHMs YKasaHHbIX GOpPM-338BOK
OnA uenen cotpygHudectsa ¢ KomnaHuen JKcnoHea —
B C/Nyyae nepegauv MepcoHasbHbIX AAHHBIX TPETbUM
nmuam, ocywecteastowmm O6paboTKy MepcoHanbHbIX
[JaHHbIX MO nopyyYeHnto KomnaHuwm.

3.3.2

The legal grounds for Processing your Personal Data
can be one or several of the following:

- the necessity to process Personal Data in order to
take steps to entering into a contract on the basis of
your initiative, or the contract under which you will
be a beneficiary or a principal (sub-clause 5 clause 1
art. 6 of Law);

- our legitimate interest in exercising the rights and
legitimate interests of the controller or third parties
(according to sub-clause 7 clause 1 article 6 of Law),
and also

- your consent to the processing of your Personal
Data (sub-clause 1 clause 1 article 6 of Law) to
Processing of your Personal Data for the purposes
of consideration of potential cooperation with us
which you provide by filling in those request forms
—in the event of transferring Personal Data to third
parties which process Personal Data upon the
assignment of Exponea.

B aTtom cnyyae KomnaHus 3KcrnoHea obpabaTtbiBaeT
MepcoHanbHble AaHHble, BbICTyNaAd B  KayecTse
onepartopa COr1acHo onpeaeneHuto, NpusegeHHoOMyY B
nognyHkte 2 yactn 1 ctatbu 3 3aKoHa.
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In this case Exponea processes this Personal Data as
the controller as it is defined by sub-clause 2 of part
1 article 3 of Law.

KomnaHuAa 3KcnoHea XpaHWUT Takue [lepCcoHanbHble
JaHHble Ha nepuos MPUHATUA HaMKM pelleHua o
npueme nmMbo OTKase B npueme Ha paboty. Takomn
nepuoa MoXKeT 3aHMmaTb 1 (oguH) roa. B caydae
NPUHATMA peweHnAa ob oTKase B nMpueme Ha paboTy
MepcoHanbHble AaHHble ComckaTena [OMXHbI ObiTb
YHUUTOXEHbl B TedeHue 30 AHeN CO AHA NPUHATUA
pelweHus 06 oTKase B npueme Ha paboTy.

Bbl MOXKeTe 0TO3BaTb CBOE cornacue B ntoboe Bpems,
06paTMBLIMCL K HaM WM HanpaBuMB HaM 3anpoc
(noapobHyto uHbopmauuto cm. B pasgene «BALLU
MPABAY).

B cnyyae oT3biBa Bawero cornacua Ha O6paboTky
Bawmx  [epcoHanbHbIX  AaHHbIX  Mbl  BMpaBe
npoaonxkute O6bpaboTky MNepcoHanbHbIX AaHHbIX 6e3
BalUEro Cornacus TONbKO MPU HA/NMYMM OCHOBAHUM,
npesycMOTPEHHbIX 3aKOHOAATE/IbCTBOM.

3.34

Exponea stores such Personal Data for the period of
our decision to employ you or to refuse to hire. Such
a period may take 1 (one) year. In the event of a
refusal to hire, Personal Data of Job Applicant must
be destructed within 30 days from the date when
the decision of refusal to hire was made.

You may withdraw your consent at any time by
contacting us or sending us a request (for details,
see the section "YOUR RIGHTS").

In case of your withdrawal of consent to the
Processing of your Personal Data, we have the right
to continue the Processing of Personal Data without
your consent only if there are grounds stipulated by
Legislation.

[oroBopHble OTHOWeEHUA. JKcnoHea obpabaTbiBaeT
MepcoHanbHble  AaHHble  CBOMX  OEUCTBYHOLUMX
3aKa3uMKoB C LeNblo NpeaocTaBaeHns um Ycayr.,

3.4.

Contractual relationship. Exponea processes
Personal Data of its Customers in order to provide
them with Services.

Mpu 3Tom [MlepcoHanbHble AaHHble, NoAnexalue
06paboTKe B [JaHHOM C/yyae, MOrMyT BK/OYaTb
cnepgyioluee:
nonHoe ums;

34.1

Personal Data processed for such purpose may
include:

full name;




KOHTaKTHble [JaHHble (Homep TenedoHa KomnaHuw,
HOMep BaLlero MobWIbHOro TeslepoHa U KOHTAKTHbIN
afipec 3NEKTPOHHOW NOYTbl KOMMNAHUM);

v ap.

contact details (company telephone number, your
mobile telephone number, and contact email
address of your company);

and others.

lOpuguueckum ocHoBaHuem ans obpaboTkm Takux | 3.4.2 | The legal ground for processing your Personal Data
MepcoHasbHbIX AaHHbIX ABAAETCA HEobXoAMMOCTb is the necessity of Processing Personal Data for the
O6paboTku MepcoHaNbHbIX AAHHbLIX AN UCMOAHEHUS performance of a contract to which you are party or
[0rosopa, CTOpPOHOM KOTOPOro nmbo a beneficiary, or a principal, or in order to take steps
Bbirogonpuobpetatesiem UWAM  nopydyuTesem  no to entering into a contract on the basis of your
KOTOPOMY Bbl ABNAAETECb, WAW  AONA  3aK/JOYEeHUA initiative, or the contract under which you will be a
[0rosopa Mo Bawel WMHUUMATMBE MAW [OroBopa, Mo beneficiary or a principal (sub-clause 5 clause 1 art.
KOTOpOMY Bbl bynete ABNATLCA 6 of Law).

Bbirogonpuobpetatesiem  UAM  NopyynTenem B

COOTBETCTBMM C NOAMNYHKTOM 5 nyHKTa 1 cTatbu 6

3aKoHa.

B stom cnyvyae KomnaHua IkcnoHea obpabaTtbiBaeT | 3.4.3 | Inthis case Exponea processes this Personal Data as
MepcoHanbHble fAaHHble, BbICTYNas B KayecTse the controller as it is defined by sub-clause 2 of part
onepaTtopa Cor/iacHo onpeaeneHuto, NpuseaeHHOMY B 1 article 3 of Law.

noanyHkte 2 yactu 1 ctatbmn 3 3aKoHa.

Takue lNepcoHanbHble AaHHble A0MKHbI XpaHuTbca B | 3.4.4. | Such Personal Data shall be kept for five (5) years as
TeyeHue 5 1eT C MOMEHTA OKOHYaHUA CPOKa AeNCTBMA of expiration of the respective contract with a
COOTBETCTBYIOLLErO AOrOBOpPA. counterparty.

Mpamoii mapKeTUHr (c Avuamu, He ABAAIOLLMMUCA 3.5. Direct marketing (non-Customers) — marketing of
3aKa3uMKamu) — npoaBuKeHMe ToBapos, pabor, ycayr goods, work, services in the market. Exponea
Ha_ pblHKe. JKcnoHea obpabaTtbiBaeT epcoHasbHble processes Personal Data of Data Subjects who are
AaHHble Cy6bekToB MepcoHanbHbIX AaHHbIX, KOTOPbIE subscribed for receiving personalized (targeted)
noAnucaHbl Ha PacCblKy NepCOHaNN3NPOBAHHbIX newsletters.

(uenesbix) MHPOPMALMOHHbIX MUCEM.

Mpu stom MepcoHanbHblie paHHble, noanexawme | 3.5.1 | Personal Data processed for such purpose may
obpaboTke B [aHHOM C/y4yae, MOTyT BK/OYATb include the following: email address, address,
cneaylouwee: 3/1eKTPOHHaA NoyTa, agpec, NoJ, NOTruH, gender, login information, time zone setting,
yCTaHOBKa 4acoBOro nosca, onepauMoHHaa cucTema m operating system and platform, information about
nnatpopma, MHPoOpMaumMs O MOCELLEeHUsAX, BK/IKOYaA visits including the URL, the search terms,
URL, nowucKkoBble 3anpocbl, AaHHble O BalIWX information about what you viewed or searched on
NPOCMOTPax WM MOMUCKAX Ha Hallem caiTe, Bpems our website, page response times, download errors,
OXMAAHMA 3arpy3kM Beb-CTpaHuy, OWMOKK npwu length of visits to certain pages, page interaction
3arpyske, NPOAOKUTENBHOCTD noceuweHusn information, (such as scrolling, clicks, and mouse-
onpegeneHHbIX Beb-cTpaHUL, AaHHble 06 obpaboTke overs) and the methods used to browse away from
Beb-CcTpaHMLUbl (Hanpumep, NPOKPYYMBAHME, KAUKU U the page, activities of Users, browsing web pages.
HaBeZeHMe Kypcopa), a Tak:Ke cnocobax 3aKkpbITus Beb-

CTpaHuLbI, AKTUBHOCTb Monb3osatenen,

NpocmaTp1BatoLLMX BED-CTPAHNLPI.

IOpugnueckum ocHoBaHuem ans obpabotkm Takmx | 3.5.2 | The legal ground for processing such Personal Data
MepcoHasbHbIX AAHHbIX ABASETCA Balle coriacue Ha is your consent to the processing of your Personal
06paboTKy [lepcoHanbHbIX AaHHbIX (nognyHKT 1 Data (sub-clause 1 clause 1 article 6 of Law) which
nyHkta 1 cratbm 6 3akoHa), KoTopoe Bbl you provide by subscribing for our newsletters.
npefocTasaseTe NyTeM NOAMNUCKM Ha Haly PAcCbINKy

nucem.

B atom cnyyae KomnaHus IkcnoHea obpabatbiBaeT | 3.5.3 | Inthis case Exponea processes this Personal Data as
MepcoHanbHble AaHHble, BbICTyNasd B KadyecTse the controller as it is defined by sub-clause 2 of part
oneparopa COrnacHo onpeaeneHunto, npusegeHHoOMy B 1 article 3 of Law.

nognyHKkre 2 yactn 1 ctatbm 3 3aKoHa.

MepcoHanbHble AaHHble [loceTuTenen xpaHAatca B | 3.5.4 | Personal Data of Users shall be kept for 3 years or

TeyeHue 3 neT MAKM OO CUX Nop, NoKa MoceTuTenb He
OT30BET CBOE cornacve Ha 06paboTKy MepcoHanbHbIX
OaHHbIX, - B 3aBMCMMOCTM OT TOro, YTO HACTynuT
paHbLue.

Bbl MOXeTe 0TO3BaTb CBOEe cornacue B Noboe Bpems,
06paTMBLLUMCL K Ham WAM HanpaBuMB Ham 3anpoc

unless User withdraws its consent to process
Personal Data whichever occurs earlier.

You may withdraw your consent at any time by
contacting us or sending us a request (for details,
see the section "YOUR RIGHTS").




(nogpobHyto MHPopmauuio cm. B pasgene «BALLIU
MPABA»).

MNpamoi mapKeTuHr (c 3aka3umkamu KcnoHea). | 3.6. Direct marketing (Exponea’s Customers). Exponea
3KcnoHea obpabaTbiBaeT MNepcoHanbHble gaHHble ANA process Personal Data for the purpose of targeted
npoBeAeHNA pPeKaMHbIX MepOonpUATUA B  pamKax email marketing to existing Customers.

LEeNeBOro MapKeTWHra Mo 3/IeKTPOHHOW noyTe npu

06CNYKMBAHWUM OENCTBYIOLMX 3aKa34MKOB.

Mpu 3Tom [MepcoHanbHble AaHHble, nognexalme | 3.6.1 | The Personal Data processed for such purpose may
06paboTke B [AHHOM CAy4ae, MOFYT BK/OYATb include: email address, address, gender, login
cneayioulee: 3N1€KTPOHHAA NOYTa, agpec, Nnona, NOTUH, information, time zone setting, operating system
YCTaHOBKA 4acOBOro nosca, onepaLMoHHan cuctema 1 and platform, information about visits including the
nnatdopma, UHPoOpmaLMA O MNOCELLEHUAX, BKJOYaAA URL, the search terms, information about what you
URL, nowuckoBble 3anpocbl, AaHHble O BalUX viewed or searched on our website, page response
NPOCMOTPAxX MM NOMCKAX Ha Hawem cante, Bpems times, download errors, length of visits to certain
OXMAaHMA 3arpy3kM Beb-CTpaHWy, OWMKMBKM npwu pages, page interaction information (such as
3arpyske, NPOAONKNTENBHOCTD noceLieHun scrolling, clicks, and mouse-overs) and the methods
onpegeneHHbIX Beb6-cTpaHUL, AaHHble 06 obpaboTke used to browse away from the page, activities of
Beb6-CTpaHMUbl (Hanpumep, NPOKPYUYMBAHME, KIMKU U Users, browsing web pages.

HaBeAeHMe Kypcopa), a TakKe crnocobax 3akpbITUa Beb-

CTpaHuLbI, aKTUBHOCTb Monb3osatenen,

NpocMaTpMBatoLLMX BED-CTPaHNLPI.

IOpuagnueckumm ocHoBaHuaMM ans 06paboTkum Bawmx | 3.6.2 | Thelegal grounds for processing your Personal Data
MepcoHanbHbIX AAHHbLIX MOFYT ABAATLCS OAHO WAU can be one or several of the following:

HECKO/IbKO U3 CeayoLMX OCHOBaHWUN:

- Hall 3aKOHHbIN MHTEPEC ANA OCYLLEeCTBNEHUA NpaB U - our legitimate interest in exercising the rights and
3aKOHHbIX MHTEPECOB onepaTopa Uau TpeTbux Aunl, (Nn. legitimate interests of the controller or third parties
7 n. 1 cT. 6 3aK0oHa); (according to sub-clause 7 clause 1 article 6 of Law);
- Bawe cornacue Ha O6paboTKy MNepcoHanbHbIX 4aHHbIX - your consent to the Processing of your Personal
(noanyHKT 1 nyHKTa 1 cTaTbM 6 3aKoHa). Data (sub-clause 1 clause 1 article 6 of Law).

B atom cnyyae KomnaHusa IkcnoHea obpabatbiBaeT | 3.6.3 | In this case Exponea processes this Personal Data as
MepcoHasnbHble AaHHble, BbICTyNasd B KayecTse the controller as it is defined by sub-clause 2 of part
onepartopa cornacHo onpeaeneHuto, NpMBeAeHHOMY B 1 article 3 of Law.

nognyHkte 2 yactn 1 ctatbu 3 3aKoHa.

Ecnm OCHOBaHMeM  pgns 0bpaboTku Takmx | 3.6.4 | If the legal grounds for the processing of Such
MepcoHanbHbIX AaHHbIX ABAAETCA HaW 3aKOHHbIN Personal Data are our legitimate interest or our
MHTEPEC WAW Ha/iMuMe [OroBOPHbIX OTHOLIEHWH, TO contractual relationship, such Personal Data shall
Takue lepcoHasibHble AaHHble AO0NKHbI XPaHUTbCA B be kept for five (5) years as of expiration of the
TeyeHue 5 neT c MOMeHTa OKOHYAHUA CPOKa AENCTBUA respective contract with a counterparty.
COOTBETCTBYIOLLErO AOrOBOPA.

Ecnm OCHOBaHueM  gjs 0bpaboTku TaKUX If the legal ground for the processing of such
MepcoHabHbIX AaHHbIX ABAAETCA Balle cornacue, Bbl Personal Data is your consent, you may withdraw
MOXKeTe 0To3BaTb CBOe coriacue B aboe Bpems, your consent at any time via sending a request to
HanpasMB Ham 3anpoc (noapobHyto MHGopMaUMio CM. us (for more information please see the section
B pasgene «BALLUU NPABAY). "YOUR RIGHTS").

Mpn nMcnonb3oBaHUM HAWMX YCAYr HawM 3aKasyumku 3.7. | While using our Services, our Customers may be

MOryT NpefocTaBnATb [lepcoHanbHble AaHHble CBOMX
KAMEHTOB M NONb30BaTenell  UHTEPHET-CanToB
3aKasuuKa.

9™m [MepcoHanbHbie AaHHble MOryT BKJKOYaTh
cnepytoulee: 3N1eKTPOHHaA NoyTa, agpec, NoA, NOruH,
YCTaHOBKA 4acoBOro Mnosca, onepaLMoHHasA cuctema u
nnatoopma, UHPoOpmaLMA O MNOCELLEHUAX, BKOYas
URL, noucKkosble 3anpocbl, [JaHHble O BaWMuxX
NPOCMOTPax WM MOMUCKaX Ha Halem caiTe, Bpems
OXWMOAHMA  3arpy3kM Beb-CTpaHuL, OWWMBKM npu
3arpyske, NPOAO/KUTENBHOCTD noceLieHuA
onpeaeneHHbIX Beb-cTpaHUL, AaHHble 06 obpaboTke
Beb-CTpaHMubl (Han., NPOKpy4YMBaHWE, KAUKKU MU
HaBeAeHMe Kypcopa), a TakKe cnocobax 3akpbiTus Beb-

providing us with their clients’ Personal Data and
Personal Data of the users of their websites.

This Personal Data may include the following: email
address, address, gender, login information, time
zone setting, operating system and platform,
information about visits including the URL, the
search terms, information about what you viewed
or searched on our website, page response times,
download errors, length of visits to certain pages,
page interaction information (such as scrolling,
clicks, and mouse-overs) and the methods used to
browse away from the page, activities of Users,
browsing web pages.




CTPaHMULbI, AKTUBHOCTb Monb3osatenen,
NpocMaTpMBatoLLMX BED-CTPAHUUBI.

dKcnoHea obpabaTbiBaeT 3TU MNepcoHanbHble AaHHbIE,
BbICTyMNas B A4aHHOM C/y4yae B KadecTse Auua (aanee —
«YNONHOMOYEHHbIV 06paboTumnk»),
ocywiectensowero ob6pabotky OT uMMeHM M no
nopyyeHuio onepaTtopa (3akasuuka). BcTynnenue
3aKa34yMKOM B [LO0rOBOpPHble OTHOWeEHMA ¢ KomnaHuei
JKCnoHea O3HAyaeT npeaocTaBneHne 3aKa3umKkom
KomnaHunM 3JKcnoHea yKa3aHHOro MOJHOMOYMA Ha
O6paboTky MepcoHanbHbIX AAHHLIX OT MMEHW M Mo

nopyyeHuto  onepatopa  (KOTOpbIM  BbICTynaeT
3aKasuuK).
3aKa3unKM  TrapaHTUPYKOT, YTO OHM  MOAYYUIU

COOTBETCTBYIOLME COFIACMA U paspelleHma OT CBOMX
K/IMEHTOB M NO/Ib30BaTe/Iei CBONX MHTEPHET-CAlTOB Ha
O6paboTky  TakuMx  [lepcoHanbHbIX  Aa@HHbIX B
COOTBETCTBUU C 3aKOHOM, WHbIMU HOpMamu
3aKkoHogatenoctBa M O6wmmum  MNonoxkeHnamm —
Mnatdopma SKcnoHea AnAMbo cornaweHnem 06
ObpaboTke [lepcoHaNbHbIX AaHHbIX, €CAN TaKoe
3aknoyeHo. CnegyeT yumTbiBaTb, 4To O6paboTKa
3aKasunkamm MepcoHaNnbHbIX AaHHbIX CBOUX KIMEHTOB
7 nosib3oBaTtenemn CBOMX WMHTEePHEeT-CanToB
peryanpyetca O6wmmmn MNonoxkeHnamm — MNaatpopma
JKcnoHea M60 COOTBETCTBYHOLWMM COrnaeHnem ob
obpabotke [lepcoHasbHbIX  AaHHbIX.  DKCMOHea
obpabaTbiBaeT [lepcoHanbHble AaHHble, a WMMEHHO
aKTUBHOCTb MOJIb30BaTENEN NPUNOMKEHMSA IKCMOHEA U

NPOCMOTPbI  BEB-CTPaHUL, B  LEAAX  3anucu
cooTtBeTcTBMA. B Takolh o0bpaboTke  Cyb6beKTbl
MepcoHasbHbIX AaHHBIX ABAAIOTCA  MO/b30BATENN

NPUNOXKEHUS DKCMOHea W BebB-CTpaHWL. IKCMoHea
obpabaTbiBaeT MHOPMALMUIO, BbICTynas B AaHHOM
cnyyae B KayecTBe YNOJHOMOYEHHOro o6pabotumKa
KaK onpeeneHo Bbille.

Exponea processes this Personal Data acting as a
party (hereinafter referred to as the “Authorized
Processor”) processing the data on behalf of the
controller (Customer) and on the basis of it’s
assignment. Entering into the contractual
relationship with Exponea shall be deemed as
providing by Customer to Exponea the aforesaid
assignment and entitlement to Processing Personal
Data on behalf and on the basis of the assignment
given by the controller (who is the Customer).

Customers ensure that they have collected their
clients' and users’ of their websites respective
consents and approvals in order to Processing such
Personal Data in accordance with Law, other norms
of Legislation and General Terms and Conditions —
Exponea Platform or the data processing agreement
if the latter takes place. Please note that Processing
of our Customers’ clients’ Personal Data and also
Personal Data of the users of the Customer’s
website is governed by General Terms and
Conditions — Exponea Platform or the respective
data processing agreement. Exponea processes
Personal Data, i.e. activities of users in Exponea
application and browsing webpages, for the
purpose of logging for compliance. Data Subjects in
this processing operation are users of Exponea
application and web pages. Exponea processes this
data as Authorised Processor within the meaning as
indicated above.

lOpugnueckum ocHoBaHuem asa Takolh obpabotkm | 3.7.1 | The legal ground for such processing is the
ABNAETCA MopyyeHWe onepaTopa (3aKasuuka) B assignment of the controller (Customer) according
COOTBETCTBUM C N. 3 CT. 6 3aKOHa. to clause 3 of article 6 of Law.

4. NIPOPUNTNPOBAHUE 4. PROFILING
B npouecce npegoctasneHna Ycayr OkcnoHea | 4.1, In the course of our Services, Exponea analyzes
aHanusupyeT [lepcoHanbHble [AaHHble  K/JWEHTOB Customers’ clients’ Personal Data and Personal Data
3aKa3yMKOB W Mo/b30BaTeNIel UX WHTEPHEeT-CalToB of the users of their websites (hereinafter jointly
(manee BmecTte meHyemble «[onb30BaTENN») C LENbIO referred to as “Users”) for creation individual
co34aHunA MHANBUAYANbHbIX npodunen profiles of the Users. These profiles are used to
Monb3oBaTteneit. laHHble NpodUAN NCNONb3YIOTCS ANA predict future interests and display targeted
NPOrHo3npoBaHUA WHTepecoB [lonb3oBateneir B (online) advertisement. The aim is to provide Users
byaywem w  oTobpareHuA ueneBoik  (OHAAMH) with offers that are relevant and interesting for
peknambl, 4TObbl  0becneunTb  [osb3oBaTeNeM them. The profiling is based on (surfing) behavior of
NPeaNoKEHUAMN, COOTBETCTBYIOLLMMM MHTEpPECAM U Users on the Internet.
3anpocam [lonb3sosateneit. MocTpoeHne npodunei
OCYLLECTBNAETCA HAa OCHOBE JAaHHbIX O (HaBurauumm)
noseaeHuu MNonb3oBartenen B cetm MHTepHeT.
DKCMoHea He MpuMHMMaeT pelweHuid, onupasck | 4.2. | Exponea does not make any decisions based solely
WUCK/IIOUYNTENIbHO Ha pe3y/ibTaTbl aBTOMaTUYECKOM on automated processing which produce legal

06paboTKM, KOTOpPaa MOMKET MOoBjeYb lopuguyeckue
nocneacTema B OTHoweHun [lonb3osaTenet Anbo

effects concerning Users or which significantly
affect Users. We conduct profiling solely for the

10




OKa3bIBaeT 3HaUMTENIbHOE BANAHWE Ha MNosb3oBaTenen.
Mbl cosgaem  npoduau Monb3osatenem c
€AMHCTBEHHOM  Uenblo:  npepocTasneHve  6onee
NPUB/EKATENbHBIX KOMMEPYECKUX NpeasoKeHun B
chepe npofaku TOBApOB M/MAM yCAyr, a TaKxke
WHOMBWUAYANN3aUMN KOHTEHTa Beb-caliToB coOrnacHo
npegnoyteHmam Monb3oBaTenen.

purpose of providing them with more attractive
offers for the purchase of goods and/or services and
customizing the content of websites according to
Users’ preferences.

B npouecce co3gmaHua npodunen  mbl  He | 4.3. | Within our profiling activities, we do not process
obpabaTtbiBaem  KakuMe-nMbo ocobble  KaTeropumu any specific categories of Personal Data within the
MepcoHanbHbIX OaHHbIX B 3HaYeHUH, meaning of clause 1 article 10 (Sensitive Personal
npesycmMoTpeHHoM B nyHKTe 1 cratbm 10 Data) and clause 1 of article 11 of Law (biometric
(CneumanbHblie KaTeropuu lNepcoHanbHbIX AAHHbIX) U Personal Data).
nyHkte 1 cratbm 11 3akoHa (BuMomeTpuyeckue
MepcoHanbHble AaHHbIE).

5. DAN/bI-KYKU HA HALLEM CAMUTE 5. COOKIES ON OUR WEBSITE
Haw caiiT wucnonb3yer dainbl-kykn ana  cbopa 5.1 Our website uses cookies to collect information
nHbopMaLMn 0 GUNYECKUX IMLLAX, MOCELLAIOLLMX HaLl about individuals who visit our website. Cookies are
cant. ®dalnbl-kykM — 370 HebosblIMe TeKCToBble small text files that are stored on your computer or
dainbl, KOTOpble XPaHATCA Ha BalLlem KOMMNbOTEPE NaU any other device used by you. Cookies ensure our
OPYrom MCnonb3yeMom Bamm ycTponcree. Palinibl-Kyku website functions correctly and provide important
NOMOraloT Ham aAMUHUCTPUPOBATbL Hall  CaWT, features and ensure the security of our website.
obecneynBaTtb HeobxoanMmble CBOWCTBA " They also help us to understand how our website is
dYHKLMOHANBbHOCTb B NPOLLECCe HAaBMrauMmn Ha Halem being used. We use cookies for statistical purposes,
cante. OHM [AalOT Ham npeacTaBAeHMe O TOM, KaK for example to track and monitor such information
MCNONb3yeTcs Hal caiT. Mbl ncnonibsyem ¢danibl-KyKu as what country, what pages and what method, was
B CTaTUCTUYECKUX uensx, Hanpumep, ons used to visit our website. Additionally, cookies help
OTC/IEXKMBAHUA U MOHUTOPUHIa TaKoh WHbOpMaLMK, us delivering online advertising that in accordance
KaK cTpaHa [Monb3oBaTens, Nnocewaemble CTPaHWLbI, with your Personal Data is most relevant to you.
cnocob noceleHna Hawero canta. TakKe dannbl-KyKu Cookies are also used for profiling, namely cookies
nomoratoT Ham obecrneymBaTb PACNpPOCTPaHEeHWe TOM can tell us when you have seen a specific advert, and
OHNAMH-PEeKIamMbl, KOTOPasA MO Hallen OLEeHKe BaluuX how long it has been since you have seen it.
MepcoHabHbIX AaHHbIX, BAAETCA Haubosiee BaKHOM This information allows us to measure the
ana  Bac.  dalfbl-KyKM  UCMOMb3YIOTCA U B effectiveness of our online advertising campaigns
NpPooUAMPOBaHUM, @ UMEHHO MHOOPMUPYIOT Hac O and control the number of times you are shown an
Cny4yasx, Koraa Bbl  MPOCMOTPENU  peKnamy advert. Cookies can help us to understand how our
onpeaeneHHOro KOHTEKCTa, a TaKXKe O TOM, CKOJIbKO website is being used, for example, by telling us if
BPEMEHW MPOLUIO NOC/e AAaHHOTo NPOCMOTpPa. [JaHHas you get an error messages as you browse.
nHpopmaumsa nossonset Ham OLEeHMBaTb
adpPeKTUBHOCTL Hawmx peKNaMHbIX OHNANH-
MEeponpuATMI U KOHTPO/AMPOBATb  OTODBparkeHue
peKnambl Ha Ballem YCTPOMCTBE B KOAMYECTBEHHOM
aKBMBasieHTe. DaiiNbl-KyKU JaloT NpeacTaBneHve o
TOM, KaK WCNONb3yeTcA Halw CcaiT, Hanpumep,
M3BELAOT HAac O MOAYyYEHWUM BamM coobWEeHWA 06
OLWMBKax B NPOLLECCE HAaBUTaLMM HA HalLeM caiTe.
Mpu noceweHnn Halero caiTa BCcnablBatowmii baHHep- | 5.2. | When you visit our website, you are informed
KYKM WHbopmMMpyeT Bac 06 MCNONb30BaHUM Hamu through a cookie banner that we collect cookies.
dainoB-Kyku. Koraa otobpaxaeTtca 6aHHEpP-KYKK, Bbl When the cookie banner is shown, you have to
OOJIKHbI CAeNnaTh BbIOOP: NPUHATL BCe Galnbl-KYKU Uan make a choice whether you accept all cookies or
OrPaHUYMTb MCNoNb30oBaHUe GaIoB-KYKK, MNpexae wish to restrict cookies before proceeding to our
yem NepexoanTb Ha Hall CanT. website.
MbI ncnonb3yem creaytowme Gpannbl-KyKku: 5.3. | We use the following types of cookies:

(i) obasaTenbHble TexHUUYeckne dainbi-KyKn, KoTopble
ABNAIOTCA HEOTbEM/IEMbIMWU B LENAX HageXKallero
dYHKLUMOHMPOBAHMA Halero caiTta (OHM He MoryT bbiTb
OTKNIOYEHbI, TaK KaK OHW ABAAIOTCA HeoTbemaemom
yacTblo paboTOCNOCOBHOCTM HalLEero canTa);

(i) essential technical cookies, which are essential
for proper functioning of our website (they cannot
be turned off as they are essential for the working
for our website) and
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(i) uenesble/peknamuble  albl-KyKK, KOTopble
nomoratoT oTnpasAAThL 6onee noaxogsiume
peknamHble 06bsABAeHMA [oceTUTeNaM Halero canTa
(oHM BKAtOYatOTCA MO ycMOTpeHUto Nocetuteneit).

(ii) targeting/advertising cookies, which help to
make advertisements more relevant to Visitors of
our website (they are optional for Visitors).

Ecnu Bbl x0TUTE OTKAOUUTL dYHKUMIO cbopa darnos- | 5.4. | If you wish cookies not to be collected, you may
KYKW, Bbl MOXETe OrpaHuunTb, 6GJ0KMPOBaTL WM restrict, block or delete the cookies at any time by
yoanutb  $ainibl-kykn B noboe  BpemAa  nyTem modifying your browser configuration. Although
M3MEHEHMA HACTPOeK Bawero bpaysepa. HecmoTps Ha each browser is parameterized differently, cookie
TO, 4TO KaxAabli 6paysep WMeeT pas/MyHble configuration is normally located in the tab
napameTpbl HACTPOEK, 0BbIYHO HACTPOMKaA yNpaBAEHMUS "Settings" or "Tools" of the main menu of the
Mcrnosb3oBaHMeM  GalIOB-KYKM  pacnofioKeHa BO browser. If you turn off cookies, the functionality of
Bknagke  «lMapametpbl»  MAM  «UHCTPYMEHTbI» our website may be limited (in case of essential
OCHOBHOrO MeHIo bpaysepa. B cnyyae oTKAOYEHMA cookies are turned off you may not be able to access
$annoB-KykM GyHKLMOHANbHOCTb HAlWero canta byaet our website further).
orpaHuyeHa (MpY OTKAKOYEHUM MNOALEPIKKU BaALIMM
6paysepom obs3aTenbHbiX GalinoB-KyKN Bbl MOXKETE B
JanbHeWWweM He NoNYYUTb JOCTYMN K Hallemy CaunTy).
Ecnu Bbl XoTMTe 610KMPOBATL YCTaHOBKY ¢dainos-kykn | 5.5, | If you wish to prevent new cookies from being
Ha Ballem YCTPOMCTBE MW yAANUTb YCTAHOBJ/IEHHbIE installed or if you wish to delete existing cookies
dalinbl-KyKM Ha OJHOM M3 YKasaHHbIX bHpay3epos, from one of the indicated browsers, you can find the
cnegynte  WUHCTPYKUMAM,  PacnosIOKEHHbIM Mo instructions on the links below. The exact procedure
HUXKEenepeumcneHHbIM CCbl/IKam. To4yHas depends on which browser you are using.
nocneaoBaTeIbHOCTb nencreni 3aBUCUT oT
ncnonbsyemoro Bamu bpaysepa. a. Internet Explorer
a. Internet Explorer http://windows.microsoft.com/en-
http://windows.microsoft.com/en-GB/internet- GB/internet-explorer/delete-manage-cookies
explorer/delete-manage-cookies b. Firefox
6. Firefox https://support.mozilla.org/en-US/kb/enable-
https://support.mozilla.org/en-US/kb/enable- and-disable-cookies-website-preferences
and-disable-cookies-website-preferences https://support.mozilla.org/en-US/kb/delete-
https://support.mozilla.org/en-US/kb/delete- cookies-remove-info-websites-stored
cookies-remove-info-websites-stored c. Google chrome
B. Google chrome https://support.google.com/chrome/answer/
https://support.google.com/chrome/answer/956 95647?hl=en
47?hl=en d. Safari
r. Safari http://help.apple.com/safari/mac/8.0/#/sfril
http://help.apple.com/safari/mac/8.0/#/sfri1147 1471
1
Hawn Ycayrm  u/van  Cairt, a  Take Buapl | 5.6. Our Services and/or Site and the types of

MHPOPMALLMOHHOrO 06MEHa, YCTaHOBMBLUMECA B CBA3M
C MCnoib3oBaHMEM  WU/vaM  peructpaumenn  Ha
npefoctasieHme Hawux Ycayr u/vam nnatdopmbl,
Hanpumep, PeKkNamMmHO-MHGOPMALMOHHAA 3/IEKTPOHHARA
paccbliKa, MOTYT COAEPKaTb TaK HasblBaemble «Beb-
ManKku». Beb-masKu, Kak MpaBuao, GYHKLUOHWUPYIOT
COBMECTHO ¢  ¢aiNamMu-KyKMn, WM Mbl  MOXKEM
MCMONb30BaTb MX MO TaKOMY e MPUHLMMNY, 4YTO M
dannbl-Kyku (cm. Bblwe).

information traffic generated from using and/or
registering for our Services and/or platform, such as
promotional emails, may contain electronic images
known as “web beacons”. Web beacons generally
work in conjunction with cookies, and we may use
them in the same way we use cookies (see above).

6. MPAMOW MAPKETUHI

6. DIRECT MARKETING

Mbl MOXemM pgenaTb PacCbiNKy COOTBETCTBYHOLLMX
NpPessoXKeHNn M HOBOCTEM O HaWMX NPOAYKTaX M
Ycnyrax no 3NeKTPOHHOM noyTe TONbKO B TOM C/y4ae,
€Cc/ Bbl paHee NOATBEPAMAN COTacMe Ha NoaydeHue
TaKMX PEKNAaMHbIX PACcCbIIOK B LLENAX MapKeTUHIa Uan
paHee ABAAANCL 3aKa3uMKoM (ecn 3aKoHO4aTeIbCTBO
He 3anpeLyaeT 3T0). B Ka)KA0M 3/1eKTPOHHOM MUCbMe
Mbl NPeaoCTaBAAeM BaM BO3MOMHOCTb OTKa3aTbCA OT

6.1.

We may send you relevant offers and news about
our products and Services by email, but only if you
have previously agreed to receive these marketing
communications or you were our Customer in the
past (unless Legislation does not allow it). In every
email we will provide you with the opportunity to
exercise an opt-out choice if you do not want to
receive any further marketing communications
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http://windows.microsoft.com/en-GB/internet-explorer/delete-manage-cookies
http://windows.microsoft.com/en-GB/internet-explorer/delete-manage-cookies
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.mozilla.org/en-US/kb/delete-cookies-remove-info-websites-stored
https://support.mozilla.org/en-US/kb/delete-cookies-remove-info-websites-stored
https://support.google.com/chrome/answer/95647?hl=en
https://support.google.com/chrome/answer/95647?hl=en
http://help.apple.com/safari/mac/8.0/#/sfri11471
http://help.apple.com/safari/mac/8.0/#/sfri11471
http://windows.microsoft.com/en-GB/internet-explorer/delete-manage-cookies
http://windows.microsoft.com/en-GB/internet-explorer/delete-manage-cookies
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.mozilla.org/en-US/kb/delete-cookies-remove-info-websites-stored
https://support.mozilla.org/en-US/kb/delete-cookies-remove-info-websites-stored
https://support.google.com/chrome/answer/95647?hl=en
https://support.google.com/chrome/answer/95647?hl=en
http://help.apple.com/safari/mac/8.0/#/sfri11471
http://help.apple.com/safari/mac/8.0/#/sfri11471

NoJly4eHUA PEKIAaMHOM PACCbIZIKKU, EC/IU Bbl HE XOTUTE B
JanbHelwem NoayyaTb ee oT Hac. Onumio «0TKa3aTbecA
OT pPACCbIZIKM» MOXHO aKTUBMPOBaTb, Nepenas no
CCbl/IKE «OTNMCATLCA» HALIMX 3IEKTPOHHbIX PEKIAMHO-
MHOOPMALMOHHBIX NUCbMax. Bbl TaKke MoKeTe
OTKA3aTbCA OT  MOJYyYEHMA  HAWeW  PacCbiNiKu,
aKTMBMPOBAB OMUMIO «OTKA3aTbCA OT 3/IEKTPOHHOM
paccbi/IKM» Ha Hawem cavte B pasgene KOHTPOJ1b
DAHHbIX.

from us. The opt-out choice may be exercised by
clicking on the “unsubscribe” link located in our
marketing emails. There is also a possibility of
opting-out from receiving emails by clicking on
“opt-out from emailing” available on our website in
the section CONTROL YOUR DATA.

7. BEB-CAMTbI TPETbUX NTNL,

7. THIRD-PARTY WEBSITES

Haw cauT MOXKeT cofepKatb ccbiikn | 7.1. | Our website may contain links (which may take the
(npencTaBneHHble B GOpMe TMNEPCCHINIOK, BUAKETOB, form of hyperlinks, widgets, clickable logos, images
JIOroTMnos, nM306parkeHni nmm 3aro/I0BKOB, or banners, which may be activated by mouse clicks)
aKTMBM3MPYEMbIX LWENYKOM MbllK) Ha Beb-caMTbl to third party websites and websites, indicated by
TPeTbUX NuL, UaM Be6-caiiTbl, yKasaHHble TPeTbUMU third parties. If you follow a link to any of these
Aunuamu. MNepexoaa No ccol/ike Ha 160 N3 Takux Beb- websites, please note that these websites have
CanTOB, CAeAyeT NOMHUTb, YTO KaXKAabli U3 HUX UMeeT their own privacy policy and that we do not accept
COBCTBEHHYIO NOAUTUKY KOHOUAEHUMANBHOCTU U Mbl any responsibility or liability for their policies. We
HEe HeceM HMKaKOW OTBETCTBEHHOCTM B 3TOM strongly recommend you to acknowledge the
OTHOLWEHNU. Mbl HACTOATENIbHO PEKOMEHAYEM U3YYUTb privacy policies of such websites and terms and
NOJINTUKY KOHOMAEHUMANbHOCTU TaKUX Beb-caliToB U conditions of use to understand how they collect,
YC/IOBUSA UX UCMO/Ib30BAHNSA C LE/Ibi0 03HAKOMNEHUSA C use, and share information. We are not responsible
npasunamu cbopa, wWcnonb3oBaHMA U o0bmMeHa for the privacy policies or the content of the third-
nHoopmaumen. Mbl He HecemM OTBETCTBEHHOCTU B party websites.

OTHOLIEHUN MOAUTUKM KOHPUAEHLMANBHOCTH, PaBHO

KaK B OTHOLIEHUN COAEPHKUMOro Beb-caliToB TPeTbMX

.

Mbl ncnonbsyem gpyrue Kyku-Tpekepsol - IP mappers 7.2. Exponea uses other cookies trackers - IP mappers

(IP-conocTtaBuTenn) gna aekoamposaHua IP-agpeca
CTpaHbl.

Bbl MoeTe 0TKas3aTbCA OT MCNOb30BaHWA ¢ainos-
KYKM, BblOpaB COOTBETCTBYIOLME HACTPOMKM B CBOEM
bpaysepe.

for the purpose to decode IP address of the country
You may refuse the use of cookies by selecting the
appropriate settings on your browser.

8. OBMEH MH®OPMALIMEN

8. SHARING INFORMATION COLLECTED

DKCnoHea nepegaeT Bawwu [lepcoHanbHble AaHHblE 8.1. Exponea shares your Personal Data with third
TPEeTbMM /IMLAM TO/IbKO B CAy4asX, OMWUCAHHbIX B parties only in the ways that are described in this
HacToAwen MonuTnke KOHPUAEHUMANbHOCTM MU B Privacy Policy or in Legislation. We cooperate with
3aKkoHogaTenbcTee. Mbl COTPYAHUYAEM C HaZEXHbIMU trusted third parties who are provided services
TPETbMMM NMLAMMU, KOTOPbIM OKasblBalOT ycayru (ux (part of them) on our behalf, in such fields as
YyacTb) OT Hallero MMeHM B Takux coepax Kak marketing, analytics, live chat service, webhosting
MapKeTUHI, aHa/IMTUKaA, YC/AYrKM OHNalH-yaTa, Beb- and others. The list of third parties is available
XOCTUHra u gp. Cnucok TpeTbux Aul, NpuBedeH B herein (mainly in the section “THIRD-PARTY
HacToAwel MonnTuke (rnaBHbIM obpasom B pasgene WEBSITES”) and also can be found here:
«BEB-CAMTbI TPETbUX JINL»), a TakKe pasmelLéH Ha

Hawem canTe: https://exponea.com/terms-of-

service/list of sub-processors and sub-contractors- https://exponea.com/terms-of-service/list of sub-
ru.pdf n https://exponea.com/terms-of- processors and sub-contractors-ru.pdf and
service/list_of sub-processors and sub- https://exponea.com/terms-of-service/list_of_sub-
contractors.pdf. processors_and_sub-contractors.pdf.

C yyeTom npeablaywmx nyHKToB Bawwu MNepcoHanbHble | 8.2. | Subject to the previous paragraphs, your Personal

JaHHble He nognexaT nepegade TpeTbm nAuuam 6es
BAlIEro COrnacua, 3a MWCKAIYEHMEM CAeayloLmX
CNyYaes:

(i) ecnn KomnaHus dKcnoHea ob6s3aHa nepeaatb Balu
MepcoHanbHble  fdaHHble B COOTBETCTBUM  C

Data is not transmitted to any other third party
without your consent except for the following
cases:
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https://exponea.com/terms-of-service/list_of_sub-processors_and_sub-contractors-ru.pdf
https://exponea.com/terms-of-service/list_of_sub-processors_and_sub-contractors-ru.pdf
https://exponea.com/terms-of-service/list_of_sub-processors_and_sub-contractors-ru.pdf
https://exponea.com/terms-of-service/list_of_sub-processors_and_sub-contractors-ru.pdf
https://exponea.com/terms-of-service/list_of_sub-processors_and_sub-contractors-ru.pdf

3aKoHO4aTeIbCTBOM nunu peweHnem
rocyAapCTBEHHOro opraHa BAacTu;
(i) ecnm  nepepaya  MepcoHaNbHbIX  AAHHbIX

cneumasibHO paspelleHa 3aKoHoAaTeNbCTBOM.

(i) where Exponea is obliged to provide your
Personal Data by Legislation or an order of a public
authority;

(ii) if Personal Data sharing is specifically allowed by
Legislation.

Hactoswwmm Bbl Bblpa)kaeTe cBoe cornacMe Ha | 8.3. | Hereby you express your consent that we may

nepegayy (B TOM Yncsie TpaHCrPaHMYHY0) HaMM Balmnx transfer (including cross-border transfer) your

MepcoHabHbIX AaHHbIX M/MAKn AaHHbIX Monb3oBaTeen Personal Data or Personal Data of Users to third

TPETbMM ANLAM, NPESOCTaBAAIOWMM YCAYrU B COCTaBe parties which provide services as part of Exponea’s

Ycnyr IkcnoHea. MNpu 3Tom DKCNoHea rapaHTMpyeT, YTo Services. In this case Exponea guarantees that it

COTPYAHUYAET TO/IbKO C TAaKMMM TPETbUMMU ANLEAMM, cooperates only with such third-parties, that

NpPeaoCcTaBAAWMMIN YCAYrn, KoTopble obpabaTtbiBatoT provide services that process Personal Data in the

lNepcoHanbHble AaHHbIe Ha TEpPpUTOPUAX CTPaH, territories of the countries which:

KOTOpbleE: - are the parties of the Council of Europe

- asnatTcA ctopoHamn KoHseHuymn CoseTta EBponbl 0 Convention for the protection of individuals with

3awmnTe GU3MYECKUX /ML, NPUM aBTOMATM3MPOBAHHOM regard to automatic Processing of Personal Data;

O6paboTke MNepcoHanbHbIX AaHHbIX; U/Man and/or

- obecneunBaloT afeKBaTHYO 3awWwmMTy npas Cyb6beKkToB - provide adequate protection of the rights of Data

MepcoHanbHbIX AaHHbIX B COOTBETCTBUM C 3aKOHOM; Subjects in accordance with Law; and / or

n/mnan - are included into the list of the foreign states that

- BXOAAT B nepevyeHb WHOCTPAHHbIX FOCYyAApCTB, He are not parties to the Council of Europe Convention

ABNAOLWMXCA cTopoHamu KoHeeHumn CoseTa EBponbl 0 for the protection of individuals with regard to

3awmTe GU3NYECKUX UL, NPU aBTOMATU3MPOBAHHOWM automatic Processing of Personal Data , however

ObpaboTke MepcoHanbHbIX OaHHbIX " they ensure the adequate level of protection of the

obecneymBalOWMX  3LEKBATHYK  3alMTy  npas rights of Data Subjects, approved by the authorized

CybbeKkToB lNepcoHanbHbIX AaHHbIX, YTBEPKAEHHbIN representative body of the Russian Federation for

YyNO/IHOMOYEHHbIM OpraHom Poccuiickont Pepepaumm the protection of rights of Data Subjects.

no 3awmTe npas CyobekToB MepcoHabHbIX AaHHbIX. Cross-border transfer of Personal Data on the
territories of foreign states that do not provide

TpaHcrpaHMyHana nepegaya MepcoHanbHbIX AaHHbIX Ha adequate protection of the rights of Data Subjects

TepputTopumn MHOCTPaHHbIX rocyfapcrs, He can be carried out by Exponea only in the cases:

obecneunBaloWMX  aAeKBAaTHOM  3aliMTbl  Mpas

CybbekToB MepcoHanbHbIX OaHHbIX, MOXKeT 1) provision of the written consent of Data Subject

ocywectBnATbcss KomnaHuelt 3JKcnoHea TO/IbKO B to the cross-border transfer of his/her Personal

cny4vaax: Data;

1) HannumA cornacus B NUCbMeHHoW dopme CybbeKTa 2) in other cases, expressly provided for by Law.

MepcoHasibHbIX AaHHbIX HA TPAHCTPAHUYHYIO Nepeaady

ero MNepcoHanbHbIX AaHHbIX;

2) B OpyrMx cAay4asx, NpAMO NPesycCMOTPEHHbIX

3aKOHOM.

9. BE3ONACHOCTb 9. SECURITY
3KcnoHea obasyerca  obecneuntb  HagexHoe | 9.1. Exponea is committed to store your Personal Data

XpaHeHue Bawux MepcoHaNbHbIX AAHHbIX, NO3TOMY
Mbl  BHEApPUAM  NpaBoOBble,  TEXHUYECKME U
OpraHM3aLMOoHHble Mepbl 6e30NacHOCTU ANA XpaHEHMUSA
M KOHTPOAA MepcoHanbHbIX AaHHbIX (KOTOpble TeM He
MeHee He 0cCBOBOXAalT Bac OT 06A3aHHOCTU
CaMOCTOATENIbHO MPUHATL  Hagiexawme Mepbl B
OTHOWeEHUN 6e3onacHocTM Bawwux [lepcoHanbHbIX
OaHHbIX, B YacCTHOCTM nepepgaum [epcoHaNbHbIX
OaHHbIX Yyepe3s Bawy Y4yeTHyl 3anucb, ecau y Bac
MMeeTc TaKoBaA). Llenblo JaHHbIX Mep ABAAETCA
UCKNtoYeHne HeCaHKLMOHNPOBaHHOM nnm
NpPoTMBO3aKOHHOW O6paboTkM Bawmx MMepcoHabHbIX
AaHHbIX AMBO CNy4aliHOro, HeCaHKUMOHWPOBAHHOMO
MW  NPOTUMBO3AKOHHOTO AOCTYNa, MCMNO/Ab30BaHMS,

securely, therefore, we have implemented legal,
technical and organizational security measuresin an
effort to safeguard Personal Data in our custody and
control (which do not, nevertheless, deprive you of
your duty to independently take appropriate
measures regarding the security of your Personal
data, particularly the transmission of Personal Data
through your Account in case you have one). The
aim of these measures is to prevent unauthorized
or unlawful Processing of your Personal Data or the
accidental, unauthorized or unlawful access, use,
transfer to third parties, copying, transmitting,
alteration, loss or damage of your Personal Data.
Despite all efforts to meet the rules set out in
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nepegayv TPETbUM MLLAM, KOMMPOBAaHUSA, NEPECBIIKY,
M3MEHeHMWA, NOoTepyu WAM NOBPEKAEHUA  BaWMX
MepcoHanbHbIX AaHHbIX. HecMoTps Ha BCE MOMbITKKU
obecneuntb cOOTBETCTBME Nepegaun [epcoHanbHbIX
AaHHbIX TpeboBaHUAM 3aKoHOAaTeNbCTBa,
rapaHTMpoBaTb 6e3onacHOCTb Bawmx epcoHaNbHbIX
JaHHbIX B CAy4ae MX Mepesaydn MAM  MepechbiNku
He3aWMLWEHHbIM  cnocobom  He  npeacTaBAseTcs
BO3MOXHbIM. Mbl 6yaem obecneunBaTb 3aLLMTy BaMX
MepcoHanbHbIX AaHHbIX B TOM 4MC/e C MOMOLLbIO
cnefylowmx Mep: UCnonb3oBaHMem KpunTorpaduu B
cnyvyae HeobxoAMMOCTM; WCMONb30BaHMEM Maposei
nnm MapKepoB 6e3onacHocTU B cnyvae
HEOGXO/J,VIMOCTVI; orpaHnyeHnem p[0CTyna K BalWum
MepcoHanbHbIM AaHHbIM (T.e. [OCTYyNn K BawWm
MepcoHanbHbIM AaHHbIM NPEAOCTaBAAETCA TO/IbKO TEM
HalWMM COTPYAHUKaM UIN NMAPTHEPCKUM KOMMAHUAM,
ONA  KOTOpbIX AOCTyn  ABAsSeTCA  HeobxoanmbiM
ycnosmem paboTbl).

Legislation while Personal Data transmission, it is
not possible to ensure the security of your Personal
Data if it is transferred or transmitted in an
unsecured way. We will protect your Personal Data,
including but not limited to, the following ways:
using cryptography, where necessary; using
passwords or security tokens, where necessary; and
restricting access to your Personal Data (i.e. access
to your Personal Data is granted only to those of our
employees or partner companies for whom the
access is necessary).

YunTbIBaA XapaKTepUCTUKK U1 cBolicTBa ceTn MHTepHeT | 9.2. | While we endeavor to always protect our systems,
KaK OTKPbITOro rnobanbHOro cpeacTsa KOMMYHUKALLUK, Site and information against unauthorized access,
a TaKXe WHble GaKTopbl pPUCKa, HeB3upasa Ha use, modification and disclosure, due to the
npegnpuHMMaemble NonbITKK obecneynTb inherent nature of the Internet as an open global
NOCTOAHHYIO  3aWmMTy Hawwux cuctem, Cailta w communications vehicle and other risk factors, we
MHGOPMALUMN OT HECAHKLMOHUPOBAHHOIO A0CTynNa, cannot guarantee that any information, during
MCNONb30BaHUA, U3MEHEHMA W pPasrialeHns, Mbl He transmission or while stored on our systems, will be
MOXEeM  rapaHTMpoBaTb MOJIHYlO  6e3omnacHoCTb absolutely safe from intrusion by others, such as
nHbOopMaLMM Npu ee Nepesaye Uan XpaHeHUM B Halmx hackers.
cMcTemMax OT BMELIATENbCTBA APYrux NvL, a UMEHHO
XaKepoB.
Y106bl NOBbICUTL YypoBeHb Ge3onacHocTu, goctyn K | 9.3. | To provide you with increased security, access to
onpeaeneHHbIM MepcoHanbHbIM AaHHbIM, certain Personal Data stored in your Account, it
XPaHALWMMCA B Ballen yYeTHOM 3anucu, Bawa Y4yeTHas should be protected with your username and
3aNMcb  JO/MKHA  ObiTb  3aWMLIEHA  MMEHEM password. You are responsible for maintaining the
nosib30BaTeNs U naposiem. Bbl HeceTe OTBETCTBEHHOCTb confidentiality of your credentials, and we strongly
3a cobnogeHne KOHPUAEHUMANbHOCTM BalMX MMEHU recommend that you do not disclose your Account
no/sb30BaTeNA U NaposA, NPU 3TOM Mbl HAaCTOATE/IbHO username or password to anyone. We never ask
pekoMeHAyeM HUMKOMY He coobliaTb AaHHble BalleWn Users to provide us with credentials without their
YuyeTHOM 3anucu. Mbl HUKOrAa He MPOCUMM  HaWMX consent. Please notify our data protection officer
Monb3oBaTesneir NpeAocTaBUTb MNaposb 6e3  ux (hereinafter referred to as “DPO” or “Data
cornacus. B  cayuae HECaHKLMOHNPOBAHHOIO Protection Officer’) a person designated
Mcnonb3oBaHusA  epcoHanbHbIX  AaHHbIX  Ballewn responsible for organizing the Processing of
YyeTHolM 3anuMcu  waM  Nwboro  NOoTEHUMAbHOrO Personal Data immediately of any unauthorized use
HapyweHns npasun 6e3onacHoCTM BaM Heobxoanmo of your Account credentials or any other suspected
HeMeA/IeHHO CBA3aTbCA C /IMLOM, Ha3HAYEHHbIM breach of security.
OTBETCTBEHHbIM 33  opraHumsaumto  O6paboTkm
MepcoHasnbHbIX AaHHbIX (Aanee — «Cneumanuct no
opraHusaumm obpaboTKM AaHHbIX»).

10. BALLM NPABA 10. YOUR RIGHTS
Echn Bawwn T[lepcoHanbHble paHHble HAXO4ATCA B 10.1. If your Personal Data are being processed by
npouecce 06paboTkm KomnaHueint IKcnoHea Kak Exponea as a controller, you have right to
onepaTtopom, Bbl MMeEeTe MpaBO Ha MOJyYeHue receive the following information related to the
cnegyrowmx  cBefleHMN,  Kacawwmxca 0O6paboTku processing of your Personal Data except when it
Bawmnx [lepCcoOHanbHbIX AaHHbIX, 33 WCKAOYEHUEM is restricted by Legislation:
C/ly4aeB, OrpaHUYEHHbIX 3aKOHOAATEIbCTBOM:
MNoateep:kaeHne dakta 06paboTkn [MepcoHanbHbix | 10.1.1. | Confirmation as to whether or not Personal Data

AaHHbIX KomnaHuei;

are being processed by Company;
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MpasoBble  OCHOBaHuMA M uenn  O6paboTtkm | 10.1.2. | The legal grounds and purposes of the
MepcoHanbHbIX AAHHbIX; Processing of Personal Data;
Uenm u  npumeHsemble KomnaHuuvein  cnocobbl 10.1.3. Purposes and methods used by Company for
O6paboTku MepcoHaNbHbIX AaHHbIX; Processing Personal Data;
HaMMEHOBaHME W MEeCTO HaxoXaeHua KomnaHum, 10.1.4. name and address of Company, information
cBeAeHUA O /Muax (3a UcKaYeHMem paboTHUKOB about persons (except employees of Company)
KomnaHuu), KoTopble MMEIT JOCTYN K [lepcoHanbHbIM which have access to Personal Data or to which
OaHHBIM MW KOTOpbIM MOXeT ObiTb npepoctaBieH such access may be disclosed;
TaKol Joctyn;
obpabaTbiBaemble [epcoHanbHble JaHHble, uctoyHnk | 10.1.5. | processed Personal Data, and source of
WX MOJYYEHWs, €CM MHOW MOPALOK NPeACTaBeHUA their reception if another order of receiving
TaKMX JaHHbIX He NPeayCMOTPEH 3aKOHOAATE/IbCTBOM; this information is not stipulated by
Legislation;
cpokn O6pabotkM [lepcoHanbHbIX AaHHbIX, B TOM 10.1.6. | time frames of Processing of Personal Data,
4YMCNe CPOKN UX XPaHEHUS; including terms of its storage;
nopsaaok ocywectsnenns Cybbektom MepcoHanbHbix | 10.1.7. | the procedure for the implementation by Data
OaHHbIX npas, npeaycMoTPEHHbIX Subject of the rights stipulated by Legislation;
3aKOHOAATENbCTBOM;
uHoopmaumto 06  ocywectBneHHor  umam o | 10.1.8. | Information on the completed or intended
npegnoaaraemom TPaHCrpaHU4YHOM nepegave cross-border transfer of Personal Data;
MepcoHanbHbIX AaHHBbIX;
HanMeHoBaHue uan Gamuanio, UMs, OTYECTBO U aZpec 10.1.9. the name or surname, name, patronymic and
nmua, ocywecTteasatowero O6paboTky MepcoHanbHbIX address of the person who processes Personal
OaHHbIX Nno nopyvyeHuto KomnaHum, ecnm obpaboTka Data on behalf of Company, if processing is or
nopy4eHa uav byaet nopyyeHa Takomy auLLy; will be entrusted to such a person;
CBeAEeHMA O TOM, Kakue topugudeckme nocneactems | 10.1.10. | information regarding the legal consequences
MOXKeT nossieyb 3a coboint O6paboTKa MepcoHaNbHbIX which may arise due to Processing of Personal
OAHHbIX; Data;
MHble CBeAeHMA B COOTBETCTBMU € 3aKoHoaaTenbctBomM. | 10.1.11. | other information in accordance with
Legislation.
Bbl MmeeTe NpaBO MONYYUTb CBEAEHMUA, YKasaHHble B 10.2. You have the right to receive the information
NyHKTE 10.1. HacToALeMn MonAntukn specified in clause 10.1. of this Privacy Policy, in
KOHOUAEHUMANBHOCTH, B AOCTYMNHOM dopme. an accessible format.
CBeaeHusn, ykasaHHsble B n. 10.1. HacToAwel NoanTnku 10.3. Information specified in clause 10.1. of this
KOHOUAEHUMANbHOCTN, MNPefoCTaBAAOTCA BamM UM Privacy Policy, are provided to you or your
Bawemy npeactasutento KomnaHven SKcnoHea npwu representative by Exponea upon your
obpalLeHnn ambo npu Noay4eHun 3anpoca oT Bac nau presentation or upon receipt of a request from
Ballero npeacTaBuTens. you or your representative.
Bal 3anpoc o npefoCcTaBAEHUMN CBEAEHWM, YKA3aHHbIX
B n. 10.1. HacTos el MonAntukn Your request for the provision of information
KOHOUAEHUMANBbHOCTY, [OO0/KEH COAepKaTb Homep specified in clause 10.1. of this Privacy Policy,
OCHOBHOFO [OKYMEHTa, YAOCTOBEPSIOWEro Bally must contain the number of the main document
JIMYHOCTb WM  NWMYHOCTb Ballero npeacraBuTens, proving your identity or the identity of your
CBeAEHMA O AaTe BblAAYM YKA3aHHOro AOKYMEHTa U representative, information about the date of
BblAaBLUEM €ro OpraHe, CBeAeHus, NoATBeEpKAatowme issuance of the specified document and the
Ballle y4YacTMe B OTHOLLIEHUSAX C HaMu (HOMep A0roBopa, issuing authority, information confirming your
0aTa 3aKAl4YeHMs [O0roBopa, YC/NIOBHOE C/OBECHOEe participation in relations with us (contract
obo3HaueHne u (M) wWHble cBegeHus), Anbo number, date of entering into the contract, word
CBEeAeHMA, MHbIM 0bpasom noaTBepKAaatowme ¢akT mark and (or) other information), or information
0O6paboTkM Bawwmx MepcoHanbHbIX AaHHbIX KomnaHuei that otherwise confirms the fact that your
3KcnoHea, Bawy noANMCb WAM NOAMUCL BalUEro Personal Data was processed by Exponea, your
npeacTasuTens. 3anpoc MOXKeT ObiTb HamnpasneH B signature or the signature of your
bopme 3INEKTPOHHOro [AOKYMEHTa W  noAnucaH representative. The request can be sent in the
3NIEeKTPOHHON  MOAMUCbID B COOTBETCTBUM  C form of an electronic document and signed by
3aKOHOAATEeNbCTBOM. an electronic signature in accordance with
Legislation.
B cnyyae, ecnn cBefeHuA, yKasaHHble B n. 10.1. 10.4. In case the information specified in clause 10.1.

HacToAweln NMoNUTUKM KOHPUAEHUMANbHOCTH, a TaKKe

of this Privacy Policy, as well as the processed
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obpabaTbiBaemble [lepcoHanbHble AaHHble  6blan
npesocTaB/eHbl BaM A/19 03HAKOMJIEHWA MO Ballemy
3anpocy, Bbl BNpaBe 06paTUTbCA NOBTOPHO K HAaM MK
HanpaBWUTb HAM NOBTOPHbIM 3aNPOC B LLeNAX NOJIy4eHUs
CBefleHUM, yKasaHHbIx B N. 10.1. HacToAwwen NMoanTnku
KOHOUAEHUMANBHOCTU, U O3HAaKOMNEHUSA C TaKUMMU
MepcoHasbHbIMM AaHHBIMKM He paHee 4yem uyepes
TPMAUATb AHEWN Noc/ie NepBOHaYyanbHOro obpalleHus
WM Hanpas/JieHWs NepBOHAYa/IbHOro 3anpoca, ecau
bonee KOPOTKUI CPOK He YCTaHOB/EH
3aKOHO4ATENIbCTBOM UM AOTOBOPOM,  CTOPOHOM
KoToporo /Mbo  BbiIrogonpuobpeTatenem UM
Nopy4YnTeIEM MO KOTOPOMY Bbl AB/ISETECH.

Personal Data was provided to you for review at
your request, you have the right to contact us
again or send us a second request in order to
receive the information specified in clause 10.1.
of this Privacy Policy, and familiarization with
such Personal Data not earlier than thirty days
after the initial representation or sending an
initial request, if a shorter period is not
established by Legislation or the agreement to
which you are a beneficiary or principal.

Bbl BNpaBe 06paTUTbCA MOBTOPHO K HAM MW HAaNpPaBUTb 10.5. You have the right to contact us again or send us
HaM NOBTOPHbIM 3aNPOC B LENAX NOYyYeHUA CBEAEHWN, a second request in order to receive the
yKasaHHbix B8 n. 10.1. HacTtoAwen [MoAnMTUKMK information specified in clause 10.1. of this
KOHPUAEHUMANBbHOCTH, a TaKXe B uenax Privacy Policy, as well as in order to familiarize
03HaKoMJieHUA ¢ obpabaTbiBaeMbiMu MepcoHanbHbIMMU yourself with the processed Personal Data
AaHHBIMW 10 UCTEYEHUA CPOKa, yKasaHHoro B n. 10.4. before the expiration of the period specified in
HacToAwen [MoNUTUKM  KOHOMAEHUMANbHOCTU, B clause 10.4 of this Privacy Policy, if such
cnyvae, ec/M  TakuMe  cBeAeHuA n (nnn) information and (or) processed Personal Data
obpabaTbiBaemble epcoHanbHble AaHHble He 6blan were not provided to you for review in full based
npenocTaBneHbl BaM A/ O3HAaKOMAEHWS B MOJIHOM on the results consideration of your initial
obbeme no pesynbTatam paccMoTpeHus application. The repeated request, along with
nepBoHavyanbHoro obpauieHuna. [MoBTOPHbIM 3anpoc the information specified in clause 10.3 of this
HapAgy CO CBEAEHMAMM, YKasaHHbIMM B M. Privacy Policy, must contain the grounds for
10.3.HacToAwen MoANTUKM  KOHOUAEHLMANBHOCTY, sending the repeated request.

[O/MKEeH copepyKatb O0BOCHOBaHWE  HanpaBfeHuWs

NOBTOPHOrO 3anpoca.

B cnyyasx, Korga mbl ABASEMCA OMNepaTopoM BaLUMX 10.6. In the events when we are a controller of your
MepcoHanbHbIX AaHHbIX Bbl BNpaBe TpeboBaTb OT Hac Personal Data, you have the right to require
YyTOYHEHMA Bawux [lepcoHanbHbIX  AAHHbIX, UX from us the qualification of your Personal Data,
610KMpoBaHUSA nnm YHUYTOXKEHUA, ecnm its restriction (blocking) or destruction in case if
MepcoHasbHble AaHHble  ABAAOTCA  HEMOJIHbIMY, your Personal Data are incomplete, outdated,
YCTapeBWMUM N HETOYHbIMW, HE3AKOHHO MOJIy4E€HHbIMMU inaccurate, unlawfully obtained or are not
WUNN He ABAAKTCA HeobXxoauMbIMM O1A 3aABAEHHOMN required for the stated purpose of the
uenn obpaboTku. processing.

Bbl umeete npaBo noTtpeboBatb OT  Hac 10.7. You have the right to claim from us timely

CBOEBPEMEHHOTO YHUUTOXKEHUA BaLUMX
MepcoHanbHbIX AaHHbIX (MAM  obecneyeHua  mx
YHUUTOXKEHUA) B CeAYIOWMNX CNYyYanX:

- ecan Takue [lepcoHanbHble AaHHble ABAAKOTCA
HE3aKOHHO MO/lyYEHHbIMMU;

- eC/IM TaKkue MNepcoHasibHble AAaHHbIMU He ABAAKTCA
Heob6XoAUMbIMU AN 3aABNEHHON Len 06paboTku;

- B C/lyyae 0T3bIBa BaMu corsiacua Ha O6paboTKy Bawmx
MepcoHanbHbIX AaHHbIX.

Ecnv Bbl XOTUTE BOCNO/Ib30BATLCA 3TUM MPaBOM, BaM
Heobxoaumo 3ainTu B pasaen KOHTPO/1b AAHHbIX Ha
Hawem canTe https://exponea.com/control-your-
data/, rae Bbl MoXKeTe yaanuTb npoueaypy 06paboTku
OaHHbIX nnatpopmon IKCNOHea, OCYLLECTBAAEMON B
uenax nepcoHanM3auMmM Hawero caliTa, Habopa
nepcoHana M MNPAMOro MapKeTMHra (c avuamu, He
ABNAIOLWMMMUCA 3aKa3uMKamun) MAM BamM HeobXxoauMmo
cBA3aTbCA € Hawum CneumanncTom NO OpraHM3aLmu
06paboTKM AaHHbIX C nomoupto Gopmbl 06paTHOM
cBA3Nn, AOCTYNHOM no CccbliKe

destruction (or ensure the destruction) of your
Personal Data in the following events:

- if such Personal Data is obtained unlawfully;

- if such Personal Data is not necessary for the
stated processing purpose;

- in the event you withdraw your consent to the
processing of your Personal Data.

If you would like to exercise this right, please
visit the section CONTROL YOUR DATA
https://exponea.com/control-your-data/ on our
website where you have an opportunity to
delete the option when your Personal Data is
being processed by Exponea for the purposes of
our website personalisation, hiring and direct
marketing (non-customers) or you should
contact our DPO via the online form:
https://exponea.com/privacy-policy/#contact-
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https://exponea.com/privacy-policy/#contact-dpo.
Obpalwaem Bale BHMMAHME, 4YTO Mbl HE MONKEM
YOaAUTb  UAW  YHUYTOXKMWTb BawuM [lepcoHasbHble
JaHHble, MOJlyYdeHHble OT Bac B  npouecce
npuobpeTeHnna BamM HaWMX YCAYT, @ TaKKe B APYrux
CNy4asnx, npPeayCMOTPEHHbIX 3aKOHOM, €CAu  Mbl
obpabaTbiBaem Takue epcoHasbHble AaHHble He Ha
OCHOBaHMM BalIEro COrfacus, a Ha OCHOBAHMU
[oroBopa, 3aKN0YEHHOTO MEXAY HamM, UM Apyroro
3aKOHHOI0 OCHOBAHMS.

KomnaHuAa 3kcnoHea o06f3aHa yBegoMuTb Bac 06
YCTPaHeHUU  JONYWEHHbIX HapyweHuhn wuam o6
YHUUTOXKEHMU Bawmx [epcoHanbHbIX AaHHbIX W
NPUHATb PasyMHble Mepbl A8 YBEAOMIEHUA TPeTbUX
2N, KOTOpbIM 6blM NepeaaHbl Bawwy MNepcoHanbHble
JaHHble.

dpo . Please bear in mind that we cannot erase
or destruct your Personal Data which we
obtained from you when you ordered our
services, as well as in other cases provided for by
Law, as we process such Personal Data not on
the basis of your consent but on the basis of an
agreement we entered into or any other legal
basis.

Exponea is obliged to notify you of the
elimination of violations or the destruction of
your Personal Data and to take reasonable
measures to notify third parties to whom your
Personal Data was transferred.

Mbl 06a3aHbl OCyllecTBUTb 6M0KMpOBaHMe (MK
obecneuntb  610KMpoBaHue (ecim  Ob6bpaboTka
MepcoHanbHbIX AAHHbLIX OCYLLECTBAAETCA  APYrUM
MUOM No nopydeHuto KomnaHuu IKcnoHea) Bawwmx
MepcoHabHbIX AaHHbIX B TEX C/IyYasX, KOraa:

(i) B cnyyae BbIABNEHUA HETOYHbIX [lepCOHaNbHbLIX
JaHHbIX — C MOMEHTa Bawero obpaweHus uam
NoJly4eHMs YKa3aHHOTo 3anpoca Ha Nepuog, NpoBEPKM,
ecnm  6/0KkupoBaHMe [epcoHaNbHbIX  OaHHbIX  He
HapyLaeT Npasa 1 3aKOHHbIe MHTEPECHI TPETbUX WL, U
BaLWu

(ii) B cnyyae BbiaBNeHMA HenpaBomepHol O6paboTKm
BaLWMX MepcoHabHbIX AaHHbIX NPY BaleM 0bpaLleHnn
— C MOMeHTa Ballero obpalweHus WUAN NOoNyYeHus
3anpoca Ha nepuos NpoBEPKMY;

(iii) Bawm MNepcoHanbHble AaHHble 6o0Ablue He
TpebytoTca  gns  danbHenwen  ob6paboTKM,  HO
HeobX04MMbI /19 YCTAaHOBNEHUA, OCYLLECTBIEHUS UN
3aLLMTbI OPUANYECKUX NPETEH3UI;

(iv) B cnyyae ot3biBa Bawero cornacua Ha ObpaboTky
BaLWMX MepcoHaNbHbIX AaHHbIX;

(v) B cnyyae oTcyTCTBMA BO3MOMKHOCTM YHUUTOMKEHMUA
BAWIMX MEePCOHasIbHbIX JaHHble B TeYeHWe CPOKOB,
YKa3aHHbIX B 3aKOHE, - Ha CPOK He 6osee Yyem 6 (LecTb)
MEeCALEeB, €CNM  MHOW CPOK He  YCTaHOBAEH
denepanbHbIM 3aKOHOM.

Ecnv Bbl XOTUTE BOCNO/Ib30BATLCA 3TUM MPaBOM, BaM
HeobxoaMMo cBA3aTbCA € Hawum CneunanncTtom no
opraHu3auumn o06paboTKM AaHHbIX C NOMOLLBIO GOPMbI
obpaTtHol cBA3N, OOCTYyMHOM no CCblJIKe
https://exponea.com/privacy-policy/#contact-dpo

10.8.

We have to block (or ensure the blockage if the
Processing of your Personal Data is carried out
by another person on the basis of our
authorisation) when:

(i) in case of detection of inaccuracy of your
Personal Data, for a period from your request
until the completion of such checking if the
blockage of your Personal Data does not violate
your and third parties’ rights and legitimate
interests of third parties;

(ii) in case of detection that the Processing of
your Personal Data is unlawful - from the
moment you contact or receive a request for a
period of verification;

(iii) we no longer need your data for the
purposes of processing, but your Personal Data
are required for the establishment, exercise or
defence of legal claims;

(iv) in case of withdrawal of your consent to the
Processing of your Personal Data;

(v) if it is not possible to destroy your Personal
Data within the time periods specified in Law,
for a period not exceeding 6 (six) months, unless
otherwise specified by federal law.

If you would like to exercise this right, contact
our Data Protection Officer via contact form
available at  https://exponea.com/privacy-
policy/#contact-dpo.

Bbl MmMeeTe npaBo O0TO3BaTb CBOE COrnacMe Ha
O6paboTky Bawmx [epcoHanbHbIX AaHHbIX B TeX
cnyyasx, Korga  Mbl  obpabaTbiBaem  BalUM
MepcoHanbHble AaHHble Ha OCHOBaHMM  Ballero
cornacua. B cnydae oT3biBa BaMM cornacuMa  Ha
O6paboTky [epcoHaNbHbIX AOaHHLIX Mbl CMOMEM
npoaonxkute O6paboTky MNepcoHanbHbIX AaHHbIX 6e3
BalIero coraacusa TOAbKO NPW HaAM4YMM OCHOBAHMM,

10.9.

You have the right to withdraw your consent to
the Processing of your Personal Data in cases
where we process your Personal Data on the
basis of your consent. If you revoke your consent
to the Processing of Personal Data, we may
continue to Process your Personal Data without
your consent only if there are grounds specified
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YKa3aHHbIX B NyHKTax 2-11 yactn 1 crtatbm 6, yactn 2
ctatbm 10 nyactu 2 ctatbm 11 3aKoHa.

Ecnun Bbl XOTUTE BOCMO/Mb30BaTbCA 3TMM MPABOM, Bam
Heobxogumo cBsizaTbcA C Hawum Crneunanuctom no
opraHusaumm obpaboTKM AaHHBIX C MOMOLLbIO GOPMbI
obpaTHOM CBA3N, [OCTYyNnHOM no CCbl/IKe
https://exponea.com/privacy-policy/#contact-dpo

in clauses 2-11 of part 1 of article 6, part 2 of
article 10 and part 2 of article 11 of Law.

If you would like to exercise this right, please
contact our Data Protection Officer via contact
form available at https://exponea.com/privacy-
policy/#contact-dpo

Ecnum Bbl cumMTaeTe, 4To Mbl ocyutectiaem ObpaboTky 10.10. If you believe that we process your Personal
BaWwux [lepcoHanbHbIX [aHHbIX C HapylweHuem Data in violation of the requirements of Law or
TpeboBaHUI 3aKoHa UM MHbIM 0bpasom Hapylaem otherwise violate your rights and freedoms, you
Balu nNpasa 1 cBobosbl, Bbl UMeeTe NpaBo 06KanoBaTb have the right to appeal the actions or inaction
aencteua unn bespelictene KomnaHum KcnoHea B of Exponea to the authorized body for the
YNONIHOMOYEHHbIN opraH no 3awmTe npas Cyb6bekTos protection of the rights of Data Subjects or in
MepcoHanbHbIX AaHHbIX UK B cyiebHOM nopsakKe. court.

TaKkke ecnn Bbl cYMTaeTe, YTO BalM [lepcoHanbHble

OaHHble  MOABEpPriNCb  He3aKOHHOW  obpaboTke

KomnaHuet 3KcnoHea WM YNOJAHOMOYEHHbIM €W Also, if you opine that your Personal Data have
TPETbUM NINLOM, CBSXKMTECH C Hawmm Chneumannctom been processed by us unlawfully, contact our
no opraHusaumMm o06paboTKM [aHHbBIX C MOMOLLBLO Data Protection Officer via contact form
dopmbl  06paTHOM CBA3M, AOCTYMHOM MO CCblKe available at  https://exponea.com/privacy-
https://exponea.com/privacy-policy/#contact-dpo, policy/#contact-dpo who will undertake actions
KOTOpbIA 0653aH NpeanpuHATL Mepbl Aaa pelleHus to resolve the problem.

npob6aembl.

Bbl MmeeTe npaBO NPUHUMMATb NPEeAYCMOTPEHHble 10.11. You have the right to take measures stipulated

3aKoHOAATeNIbCTBOM MEpbI MO 3aliMTe BalMX Mpas U
3aKOHHbIX MHTEPECOB, B TOM 4YMCAe HA BO3MelleHue
ybbITKOB 1 (M/IM) KOMNEHCaUMIO MOpPa/ibHOTo Bpeaa B
cyaebHom nopsake.

by Legislation to protect your rights and
legitimate interests, including claims for losses
and (or) compensation for moral damage in
court.

11. CNEUUANUCT NO OPTAHU3ALUUU OBPABOTKU OAHHDbIX

11. DATA PROTECTION OFFICER

B wrate 3kcnoHea pabotaer Cneumanuct no | 11.1. | Exponea designated a Data Protection Officer
opraHusaumMm o06paboTKM [aHHbIX, K KOTOPOMY Bbl whom you have the right to contact with regard to
MmeeTe npaBo 06paTMTbCs C /1I0ObIM  BOMPOCOM, all issues related to processing of your Personal
CBA3aHHbIM C 06paboTKon Bawux [epcoHanbHbIX Data and to the exercise of your rights. For more
OaHHbIX  MAWM  OCYLLECTBJIEHMEM  BallMX  Mpas. information about your rights please see the section
MoapobHyo MHOPMaLMIO O BaLLMX NPABax Bbl MOXKeTe “YOUR RIGHTS”.

HaliTu B pa3gene «BALLW MPABA».

Ecnu Bbl cumTaeTe, 4to IKcnoHea He cobnwogaet | 11.2. | If you reckon that Exponea does not abide this
HacToAwy ToAUTUKY KOHPUAEHUMANBHOCTM, Bam Privacy Policy, you shall contact our Data Protection
Heobxoaumo cBA3aTbcA € Hawum CneuyannucTtom no Officer by

opraHM3aumm 06paboTKM AaHHbIX NOCPEACTBOM:

a) oTNpaBKM MMUCbMa Ha nouyToBbiM agpec: 115280 r. a) post: 115280, Moscow, Leninskaya Sloboda st.,
Mockea yAn. JleHnHckas Cnoboga, 4.19, kopn.1, cTp.2, building 19, facility 1, premise 2, offices 4, 5, DPO;
nomeweHna 4,5 Cneupanucty no opraHusaumm or

06paboTKM AaHHbIX; UK

6) dopmbl obpartHol cBA3U: b) via contact form: https://exponea.com/privacy-
https://exponea.com/privacy-policy/#contact-dpo policy/#contact-dpo

Bbl MoxeTe obpauwatbca K Cneumanucty no | 11.3. | You may contact Data Protection Officer with
opraHusaumm 06paboTKM AaHHbIX No Ntobomy Bonpocy, regard to all issues related to Processing of your
cBazaHHomy c Ob6paboTkoi Bawwux [epcoHanbHbIX Personal Data and to the exercise of your rights
OAHHbIX  MAW  OCYLLEeCTB/IEHWEM BalMX nNpas B under this Privacy Policy.

COOTBETCTBUM c HacToALLMM MonnTtnkomn

KOHOUAEHUMANbHOCTH.

12. 3AKTIOYUTE/IbHbIE NONNOXKEHUA

12.FINAL PROVISIONS
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Haw caiT He npeaHasHayeH ana wcnonb3oBaHusa | 12.1 | Our website is not directed to individuals under the
du3nyecknmm nvuamm, He [OCTUTLMMU age of eighteen (18). If you are under eighteen, do
coBepLueHHoneTHero Bo3pacTa (18 nert). Ecam Bam elue not provide your Personal Data on or to our
HeT BOCeMHaguaTM NneT, He OocCTaBnAuTe BalM website. We do not knowingly collect any Personal
MepcoHanbHble [AaHHble Ha Hawem cante. Mol Data from individuals under eighteen on Site. Users
CO3HaTesNIbHO He ucnosb3yem lMepcoHanbHble AaHHble who are under the age of eighteen should not use
HECOBEPLUEHHONETHUX  AWL, Ha Hawem cainTe. our website without authorization from his/her
Monb3oBatenam, He AOCTUTLLIMM BOCEMHAALATU NET, He parent or legal guardian.

cnefyeT UCNONb30BaTb Haw canT 6e3 paspelweHun

poautena unn opuUManbHOro ONeKyHa.

Ecam no Kakol-nMbo npuuuHe ogHo M3 nosoxewui | 12.2 | If for any reason, any provision herein is found void
HacToALemn Monntnkm KOHPUAEHUMANBHOCTH or unenforceable, it will be severed to the extent
CTaHOBUTCA HeeNCTBUTENbHBIM nau Tepaet void or unenforceable and the remaining provisions
IOPUONYECKYIO CUAY, MONOMKEHWEe B YacTu CBOeW will continue in full force and effect.
HeeNCTBUTENBHOCTU U HEUCNOJIHUMOCTU yaanaeTcs

M3 TeKCTa AOKYMEHTa, MpU 3TOM AaHHbIA GaKT He

BAMAET Ha AEeNCTBUTENbHOCTb M UCMOJIHUMOCTb BCEX

OCTa/IbHbIX NoNoXKeHUM Nonntukn

KOHPUAEHUMANBHOCTH.

MonokeHuna HacToALLeMn Monntnkn | 12.3 | The provisions of this Privacy Policy shall apply from
KOHOUOEHUMANbHOCTM  HaYyMHalOT  AelcTBOBaTb € the effective date stated above.

BblLUEYKa3aHHOW AaTbl BCTYNAEHUA B CUAY.

Mbl  MOXemM BHOCUMTb MonpaBkn B nosoxenuua | 12.4 | We may choose to make changes to this Privacy

HacToawen [MMonutnukn B noboe Bpemsa. B cayyae
KOPPEKTUPOBKM MNONONKEHUWA HacTosiwen [oanTnku
KOHPUAEHUMANBHOCTU Mbl MY6MKYeM U3MEHEHUS Ha
Hawem caiTe U/Man ApyrMx UCTOYHMKAX, KOTOpbIE, Mo
Hallemy MHEHWIO, ABAAIOTCA LesiecoobpasHbiMU. Mol
MOXeM WMHOOPMMPOBaTL Bac O TAaKOM MW3MEHEeHWUU
nyTemM HaMpaBJeHUs 3/IEKTPOHHOrO nUCbMa Anbo
APYroro OnoBelLeHWs, HO 3TO He ABAAETCA HaLMM
06a3aTenbcTBOM, MoaTomy [lonb3oBatenam ciepyer
nepuoanYecky NPOCMaTpMBaTh HACTOALLYIO MONUTUKY
KOHPMIEHUMANbHOCTM  Ha  npeameT  BHECEHUS
CYLLECTBEHHbIX KOPPEKTUPOBOK.

Policy at any time. If we decide to change this
Privacy Policy, we will post the changes on our
website and/or other places we deem appropriate.
We may, but are not obligated, to send you an email
or other notification of such change; but you should
review this Privacy Policy from time to time for
significant changes.
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